
 

 

 

 
To: Members of the Governance and 

Audit Committee 
Date: 

 
22 July 2021 
 

 Direct Dial: 
 

01824706204 

 e-mail: democratic@denbighshire.gov.uk 

 
 
Dear Councillor 
 
You are invited to attend a meeting of the GOVERNANCE AND AUDIT COMMITTEE to be 
held at 9.30 am on WEDNESDAY, 28 JULY 2021 VIA VIDEO CONFERENCE. 
 
Yours sincerely  
 
 
G. Williams 
Head of Legal, HR and Democratic Services 
 
 
AGENDA 
 
1 APOLOGIES   

 

2 DECLARATION OF INTERESTS  (Pages 5 - 6) 

 Members to declare any personal or prejudicial interests in any business 
identified to be considered at this meeting.   
 

3 URGENT MATTERS   

 Notice of items, which in the opinion of the Chair should be considered at the 
meeting as a matter of urgency pursuant to Section 100B(4) of the Local 
Government Act 1972. 
 

4 MINUTES  (Pages 7 - 14) 

 To receive the minutes of the Corporate Governance Committee meeting 
held on 9 June 2021 (copy enclosed). 
 

5 DRAFT STATEMENT OF ACCOUNTS 2020/21  (Pages 15 - 20) 

 To receive a report by the Head of Finance and Property (copy enclosed) to 
provide an overview of the draft Statement of Accounts 2019/20 and the 
process underpinning it.  
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6 ANNUAL TREASURY MANAGEMENT  (Pages 21 - 52) 

 To receive a report by the Head of Finance & Property (copy enclosed) on the 
Annual Treasury Management and Treasury management update about the 
Council’s investment and borrowing activity during 2020/21. It also provides 
details of the economic climate during that time and shows how the Council 
complied with its Prudential Indicators, and the details of the Council’s TM 
activities during 2021/22 to date.  
 

7 AUDIT ENQUIRIES 2020/21  (Pages 53 - 86) 

 To receive a report from the Head of Finance and Property (copy enclosed) 
introducing the Audit Enquiries Letter and the Council’s response to those 
enquiries.  
 

8 STRATEGY FOR THE PREVENTION & DETECTION OF FRAUD, 
CORRUPTION & BRIBERY AND THE FRAUD RESPONSE PLAN  (Pages 
87 - 124) 

 
To receive the report by the Chief Internal Auditor (copy enclosed) setting out 
the Council’s commitment to preventing, detecting and deterring fraud and 
corruption.  

9 INTERNAL AUDIT UPDATE  (Pages 125 - 150) 

 To consider a report by the Chief Internal Auditor (copy enclosed) updating 
members on Internal Audit progress.  
 

10 INTERNAL AUDIT FOLLOW UP - PROJECT MANAGEMENT OF QUEEN'S 
BUILDING  (Pages 151 - 162) 

 To receive an update (copy enclosed) on progress in implementing the action 
plan that accompanied the Internal Audit report on the Project Management 
of Queen’s Building, which was presented to this committee in January 2021. 
 

11 INTERNAL AUDIT FOLLOW UP OF CONTRACT MANAGEMENT  (Pages 
163 - 178) 

 To receive an update report (copy enclosed) on progress in implementing the 
action plan that accompanied the Internal Audit report on Contract 
Management.  
 

12 ANNUAL SIRO REPORT  (Pages 179 - 186) 

 To receive a report by the Head of Business Improvement and Modernisation 
(copy enclosed) which details breaches of the data protection act and 
complaints relating to Freedom of Information Legislation. 
 

13 GOVERNANCE AND AUDIT COMMITTEE WORK PROGRAMME  (Pages 
187 - 190) 



 

 To consider the committee’s forward work programme (copy enclosed). 
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LOCAL GOVERNMENT ACT 2000 

 

 

 
Code of Conduct for Members 
 

DISCLOSURE AND REGISTRATION OF INTERESTS 
 
  

I, (name)   

  

a *member/co-opted member of 
(*please delete as appropriate) 

Denbighshire County Council  

 
 

 

CONFIRM that I have declared a *personal / personal and prejudicial 
interest not previously declared in accordance with the provisions of Part III 
of the Council’s Code of Conduct for Members, in respect of the following:- 
(*please delete as appropriate) 

Date of Disclosure:   

   

Committee (please specify):   

   

Agenda Item No.   

   

Subject Matter:   

   

Nature of Interest: 

(See the note below)* 

 

 
 

 

   

Signed   

   

Date   

 

 
*Note: Please provide sufficient detail e.g. ‘I am the owner of land adjacent to the application for 
planning permission made by Mr Jones', or 'My husband / wife is an employee of the company which 
has made an application for financial assistance’. 
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GOVERNANCE AND AUDIT COMMITTEE 
 
Minutes of a meeting of the Governance and Audit Committee held by video conference 
on Wednesday, 9 June 2021 at 9.30 am. 
 

PRESENT 

 

Councillors Ellie Chard, Tony Flynn, Martyn Holland (Vice-Chair), Barry Mellor (Chair), 

Rhys Thomas and Joe Welch. 

 

Lay Member – Paul Whitham 

 

Cabinet Member – Councillor Huw Hilditch- Roberts Lead Member for Education, 

Children’s Services and Public Engagement. 

 

ALSO PRESENT 

 

Head of Legal, HR and Democratic Services – Monitoring Officer (GW), Head of Finance 

and Property Services (Section 151 Officer) (SG), Legal Services Manager (LJ), Chief 

Internal Auditor (LL), Senior Auditor (LH), Service Manager - Looked After Children (M),  

Strategic Planning Team Manager (NK), Strategic Planning & Performance Team Leader 

(IMG) and Committee administrators (SJ, KJ and RTJ). 

 

Audit Wales representatives Matthew Edwards and David Wilson had also been in 

attendance. 

 
1 APOLOGIES  

 
Councillor Barry Mellor informed members he had received notification that 
Councillor Joe Welch and Councillor Tony Flynn would be slightly late attending the 
meeting.  
  

2 APPOINTMENT OF CHAIR  
 
Nominations were sought for a Member to serve as the Committee’s Chair for the 
ensuring year. Councillor Ellie Chard nominated Councillor Barry Mellor, seconded 
by Councillor Martyn Holland. No other nominations were received and it was 
therefore;  
 
RESOLVED that Councillor Barry Mellor be appointed as the Governance and 
Audit Committee’s Chair for the ensuing year. 
 

3 APPOINTMENT OF VICE CHAIR  
 
Nominations were sought for a Member to serve as the Committee’s Vice Chair for 
the ensuring year. Lay Member Paul Whitham nominated Councillor Martyn 
Holland, seconded by Councillor Ellie Chard. No other nominations were received 
and it was therefore;  
 

Public Document Pack
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RESOLVED that Councillor Martyn Holland be appointed as the Governance and 
Audit Committee’s Vice Chair for the ensuing year. 
 

The Chair welcomed Councillor Ellie Chard and Councillor Rhys Thomas as new 
members to the Governance and Audit Committee.  
 
4 DECLARATION OF INTERESTS  

 
No declarations of interest were raised. 
 

5 URGENT MATTERS  
 
No urgent matters were raised. 
 

6 MINUTES  
 
The minutes of the Governance and Audit Committee meeting held on the 28 April 
2021 were submitted. 
 
Matters of accuracy- None 
Matters arising - None 
 
RESOLVED that subject to the above, the minutes of the Governance andAudit 
Committee be received and approved as a correct record. 
 

7 RIPA INSPECTION 2021  
 
The Legal Service Manager (LSM) presented to members the RIPA inspection 
2021 report (previously circulated). 
It was confirmed the Council was remotely inspected by the Investigatory Powers 
Commissioner’s Office (IPCO) approximately once every three years in relation to 
activities carried out under the Regulation of Investigatory Powers Act 2000. 
Members were informed the inspection had been carried out by one of the 
Commissioner’s Inspectors, Graham Wright in February and March 2021. It was 
explained that a practical, pragmatic approach to the inspection took place. The 
protocol seemed to follow a desktop exercise with a remote inspection then if 
required a physical inspection. The findings confirmed that no physical inspection 
was required.  
The inspection was a useful exercise for officers, as the inspection scrutinised the 
covert surveillance policy, training materials and central record of authorisations 
and demonstrated compliance by the authority. 
Members heard the action plan form the previous inspection had been completed 
fully.  
It was confirmed that no RIPA applications had been received over the last three-
year period. The LSM stated this was not uncommon as local authorities had 
alternative methods of gathering evidence. The authority was obliged to use the 
alternative methods of evidence gathering prior to submitting a RIPA application.  
Awareness of the policy and procedure document was essential. Training was vital 
to educate staff, it was highlighted as part of the inspection. The inspector had seen 
the training materials and was pleased with his findings and offered slight 

Page 8



amendments to improve the training material ready for the scheduled training in the 
autumn. It was confirmed an event had been arranged to take place in September 
for investigating officers and authorising officers.  
Within the report members reference was made to Social Services paying particular 
reference to children’s services. It was stressed the importance of maintaining 
knowledge of the procedures within Denbighshire. Reference to data was noted in 
the report. In particular, to the retention of data, beyond its use following an 
investigation. A RIPA working group consisting of middle managers, operational 
managers, the monitoring officer and the LSM, had been established to working 
with ICT to establish a central record of information to apply the statutory time 
frames. It was confirmed that a recent merge with Planning and Public Service 
department in relation to the CCTV aspect had been established.  
   
The Chair thanked the LSM for the detailed account of the inspection. During the 
discussion the following points were raised: 

 The criminal offence of cuckooing was a police matter. The authority would 
assist if needed. 

 Previously RIPA activity had been carried out to investigate single 
occupancy. Over recent years it has not been used. Information sharing 
protocols where in place to investigate any data matching. The RIPA process 
would only be used as a last resort to investigate any potential fraud.  

 The LSM confirmed any concerns of welfare of children would be 
investigated accordingly by the police. The authority would assist in any 
investigations if needed. 

 
The Cahir thanked the LSM for the responses to member’s questions. It was, 
 
RESOLVED that members note the contents of the report and the inspection 
report attached as appendix 1.  
 

8 ANNUAL PERFORMANCE REVIEW 2020 TO 2021  
 
The Strategic Planning Team Manager (SPTM) and the Strategic Planning and 
Performance Team Leader (SPPTM) guided members through the annual 
performance review (previously circulated). Members were reminded the purpose of 
the review had been to provide an overview of the progress on the key statutory 
functions. The report also included the intentions and priorities for the forthcoming 
year as per the requirement by Local Government Measure. Members were 
informed the Local Government Measure was soon to be repealed due to the Local 
Government and Elections Act. It was confirmed that the usual process for Annual 
Performance reviews had been to present a report to Performance Scrutiny, 
Cabinet and ratified by Full Council. Within the new Act a mandatory provision of a 
self-assessment of performance had been included. The Governance and Audit 
committee had the responsibility to monitor and oversee the self-assessment. The 
SPTM confirmed the self-assessment was not a requirement until next year. As a 
trial run. officers offered a draft version of a self-assessment this year. The purpose 
of the draft assessment had been to discuss the contents, its focus, its statutory 
obligations and asked for member views and comments.    
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Members were reminded that the SPPTM had previously attended a Governance 
and Audit meeting to discuss the requirements of the Self-Assessment under the 
Act. The self-assessment required officers to review a number of pieces of 
evidence including the annual performance review, any external regulatory reports 
and the annual Governance statement. The SPTM informed members once the 
governance areas had been reviewed an action plan for corporate improvement 
would be formulated. This would form the basis of the self-assessment. 
It was confirmed that monitoring of performance would continue to be tabled at 
Performance Scrutiny and Cabinet. The role of Governance and Audit Committee 
would be to receive the report annually for discussion and ratification.  
 
The SPPTM provided members with confirmation that independent advice had 
been sought on how to best report to members. It was agreed to include the seven 
governance areas within the Annual Performance report under the title of Corporate 
Health to form one report.  
 
Members thanked both the SPTM and SPPTM for the detailed report and clear 
explanation of the self-assessment. It was highlighted a lot of work had been 
involved in formulating the draft self-assessment. Following the discussion, the 
officers expanded upon the following: 

 The assurance stated within the report had been provided by the 
independent auditor, commissioned by the WLGA. 

 Involvement would be involved in the development of the new Corporate 
Plan. An inclusive approach from members and Lay Members would be 
adopted. The SPTM confirmed the research phase had begun with the 
engagement phase launched. Sessions had been arranging for the public 
with engagement sessions scheduled for members and staff. The process 
was reported to SLT and Cabinet for monitoring.  

 
Members thanked the officers for the report and   
RESOLVED it had reviewed and approved the draft report, and it had considered 
any changes required to conclusions or actions that the council intended. 
  

9 ANNUAL GOVERNANCE STATEMENT 2020-21  
 
The Chief Internal Auditor guided members through the report and appendix 1 
(previously circulated). Members were reminded the report collated information on 
internal audit activity, external regulator reports and an internal self-assessment by 
the Corporate Governance working group, which reviewed the governance 
arrangements in the council. 
The Council had a statutory duty to publish an Annual Governance Statement 
(AGS). It was explained that the AGS formed part of the Statement of Accounts. It 
was presented to members separately to allow members to discuss and review the 
AGS on its own merit. 
The AGS assessment noted the impact of the pandemic. One key impact noted had 
been the inability to hold committee meetings at the start of the year, due to the 
social distancing regulations. The impact of leaving the European Union was also 
included within the AGS.  
The CIA informed members the new requirement for the inclusion of a statement of 
compliance with the financial management code had been included.  
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It was stressed the Covid 19 pandemic had had a significant impact on the Council 
and residents, requiring an adaptation to the way we deliver services to residents.  
 
Members were reminded of a significant governance issue had been raised at last 
years AGS committee meetings concluding committee meetings could not be 
conducted. An update had been included in this AGS as meetings were able to 
come back online. All Council and Governance and Audit meetings were now 
webcast. The Monitoring Officer confirmed zoom meetings using the translation 
service commenced in October 2020.  
The review of effectiveness was a key section of the AGS. This AGS incorporated 
the governance arrangements for Denbighshire Leisure Limited.   
 
The CIA stressed the importance of the Improvement actions arising from 2020-21 
AGS it demonstrated transparency and demonstrates room for improvement to be 
addressed this year.  
 
Matthew Edwards, Audit Wales confirmed to members Audit Wales would review 
the AGS as part of the financial statements. The findings of the review will form the 
basis of the Audit Wales report of the accounts. Findings would be reported back to 
the committee in September 2021.  
 
It was, 
RESOLVED members reviewed and approved the draft AGS for 2020-21 (appendix 
1) and it monitors the progress made on the action plan from the AGS 2019-20.  
 

10 INTERNAL AUDIT REPORT 2020-21  
 
The Chief Internal Auditor (CIA), introduced the Internal Audit Annual report 
(previously circulated). The report provided the CIA’s overall opinion of the 
adequacy and effectiveness of the Council’s framework of governance, risk and 
control during the year which informed the ‘Annual Governance Statement’.  
Sufficient work had been completed during the year including draft stage audits to 
allow an assurance be provided. It was stated he coronavirus pandemic had 
disrupted the delivery of the Internal Audit Plan for 2020-21. It had prompted a 
refocus of the plan on areas of greatest priority to the council which could be 
delivered within the resources available to Internal Audit. 
It was confirmed that other than the restrictions imposed from the pandemic, no 
restrictions or impairment on the work of internal audit had been noted. Adjustment 
to home working had taken place smoothly and efficiently.  
 
In response to concerns and questions raised by members the CIA confirmed that 
agile auditing consisted of an agreed plan of what was to be audited and progress 
reviewed at intervals. It was hoped that it would reduce the amount of time for 
auditing to allow priority on key areas for auditing.  
Members were informed that the deferred or cancelled audits would be 
incorporated into the audit needs analysis spreadsheet. Input from a number of 
sources such as the authorities Corporate Priorities and Corporate Risk Register 
and Service Risk Registers. It was updated regularly throughout the year to assess 
a priority of work to be completed. 
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The CIA informed members, that the National Fraud Initiative (NFI) on data 
matching was based on information the Council uploaded. This information was 
collated from elections and council tax. Prior to 2018/19 Civico had co-ordinated a 
different system for collecting data. The use of NFI had not been heavily used. A 
greater effort had been made to focus on data matching. An amendment to the 
Council Tax bills to those properties had been made to recover some of the funds. 
 
The CIA confirmed that the indication on the project registration for empty homes 
was showing as green. Any concerns would be addressed when project 
management assessment work was completed. 
 
The Chair thanked the CIA for the report and the detailed response to member’s 
concerns. 
  
It was, 
RESOLVED that the Chief Internal Audit’s Annual Report and overall ‘opinion’ be 
received and its contents noted. 
 

11 DIRECT PAYMENTS FOR CHILDREN - INTERNAL AUDIT FOLLOW UP 
REPORT  
 
The Chief Internal Auditor alongside the Senior Auditor introduced the report 
(previously circulated). It was explained to the committee, that a low assurance 
report had been presented to the committee in November 2020, and members 
requested a progress report be presented. Confirmation that the assurance rating 
had been reassessed based on the completed actions highlighted in the action 
plan. The assurance rating had been reassessed with a medium rating. A further 
follow up scheduled for September 2021 to assess any outstanding actions.  
The senior auditor provided members with background information on the direct 
payments being a key principal of the Social Services and Wellbeing Act to ensure 
individuals had an input on outcomes and receive support needed. Out of the 14 
actions originally raised all but 4 had been completed.  
 
In response to members questions the officers and Lead member expanded upon 
the following: 

 Confirmation that further information had been sought from the All Wales 
Direct Payment Forum to gain a better understanding of other Welsh 
Authority’s monitoring process. Unfortunately, not a lot of further information 
was supplied. 

 the funding can be required for a range of needs including, personal 
assistance, rest bite and nursery provision. Each child or family was 
assessed to evaluate the level of funding and support required. 

 The audit conducted had been specific to direct payments for children. Direct 
payments as a whole was vulnerable for fraud. Local authority had a 
responsibility to support individuals who are in receipt of direct payments, to 
ensure they can adequately engage PA’s and that individuals are aware of 
responsibilities to manage risks. The Audit addressed the need to manage 
risks involved.  
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The Chair thanked the officers and Lead Member for the detailed report. Members 
agreed for Internal Audit to manage the outstanding actions and did not require a 
further update to the committee. 
 
RESOLVED that members note the contents of the report.   
 

12 GOVERNANCE AND AUDIT COMMITTEE WORK PROGRAMME  
 
The Governance and Audit Committee’s Forward Work Programme (FWP)  was 
presented for consideration (previously circulated). 
 
It was agreed to amend the FWP as following: 
 

 Follow up Internal Audit report on Queens Building be included on the July 
agenda. 

 
The Chair informed members he had correspondence from Audit Wales to include a 
quarterly report from Audit Wales. The intention of the report was to provide the 
committee with national reports and update members of progress on the delivery of 
the annual plan. The Monitoring Officer suggested it would be beneficial for the 
committee to receive a quarterly report.  
Members agree to include a quarterly update report from Audit Wales on the FWP. 
It was decided to include the first update on the meeting to be held in September 
2021. 
 
RESOLVED that, subject to the inclusion of the above additions the Governance 
and Audit Committee’s forward work programme be noted. 
 
 
 
The meeting concluded at 11.22 a.m. 
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Report to Corporate Governance Committee 

Date of meeting 28th July 2021 

Lead Member / Officer Julian Thompson Hill 

Report author Steve Gadd, Head of Finance and Property 

Title Update on Draft Statement of Accounts 2020/21 

1. What is the report about? 

To provide an update on the progress of the draft Statement of Accounts 2020/21 and the 

process underpinning it. 

2. What is the reason for making this report? 

The Governance and Audit Committee has delegated responsibility to approve the audited 

accounts. It had been hoped that the draft accounts would’ve been ready to present to the 

July meeting. This report explains the reasons behind why that has not been possible this 

year and what the plans are going forward to ensure the final accounts are approved by 

the committee within the regulatory timescales. 

3. What are the Recommendations? 

3.1  To note the update on progress to complete the draft accounts. 

3.2  To agree to amend the committee’s forward work programme to consider the Draft 

Statement of Accounts at the meeting on 22nd September and to receive the Final 

Statement of Accounts and Audit Wales audit report at the meeting on 24th November. 
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4. Report details 

The council has a statutory duty to produce a statement of accounts that complies with 

approved accounting standards. The audited accounts have to be formally approved by 

elected members on behalf of the council. This role has been delegated to the 

Governance and Audit Committee.  

As happened last year the Welsh Government issued guidance that due to the ongoing 

impact of Covid the statutory deadlines for the completion of the Draft and Audited 

accounts would be extended as set out in the table below. DCC took the early decision to 

issue a notice to say that we would not be aiming for the statutory early deadline but would 

achieve the revised deadlines. This decision was taken in consultation with AW and 

informed by their assessment of their ability to complete the required audit work. The main 

factor for DCC in taking this decision was that we knew that we would need to produce the 

Group Accounts (which includes the accounts for Denbighshire Leisure Limited) before we 

could sign the draft accounts. We recognised that this would be a challenging year for both 

DLL and DCC to ensure all the information was available on time. 

“Regulation 10(1) of the Accounts and Audit (Wales) Regulations 2014 (as amended) 

requires that the Responsible Financial Officer of Denbighshire County Council sign and 

date the statement of accounts, and certify that it presents a true and fair view of the 

financial position of the body at the end of the year to which it relates and of that body's 

income and expenditure for that year. The Regulations require that this be completed by 

31 May 2021. 

The 2020/21 statutory deadlines are shown in the table below along with extended 

deadlines provided by Welsh Government due to the continuation of the pandemic.         

Item  Statutory Deadline  Extended Deadline  

Draft Statement of Accounts  31 May 2021  31 August 2021  

Audited Statement of Accounts  31 July 2021  30 November 2021  
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The Responsible Financial Officer has not signed and certified the accounts for the year 

ended 31 March 2021 due to the impact of Covid19 on staff resources and additional work 

to finalise the accounts this year, and will work within the extended deadlines.” 

However at that time we still hoped to be able to keep to the Committee deadlines set out 

at the beginning of the year, which was July G&AC for the draft accounts and September 

for the audited accounted. In recent weeks this position has had to be reviewed and is 

summarised below: 

 DCC have finalised the ‘single entity’ accounts in mid-June and passed over to AW 

following an internal review on 22nd June for the audit work to start 

 We have received an unsigned copy of the DLL accounts on July 14th – although 

this may be subject to review prior to sign off by the company 

 The production of the DLL accounts were more complicated than expected and 

external information (eg Pensions valuation report) took longer to receive than the 

company expected. 

 Although draft DLL figures were available earlier and shared with DCC, these did 

not include some key figures such as the Pensions information. It was agreed with 

AW that we should wait for the signed draft before trying to produce the Group 

Accounts. 

 We have factored in approximately 2 weeks for the work to consolidate the DLL 

accounts into the single entity accounts – it is therefore hoped that the signed Draft 

Group Statement of Accounts will be available in early August and will definitely be 

available to be presented to the September committee. 

 Alongside these internal issues AW had shared concerns about their capacity to 

achieve the September deadline for the completion of the audit. We agreed to 

jointly propose that the Audited set of Accounts be finalised and presented to G&AC 

in November, although they hope to complete the audit work before then. 

 

5. How does the decision contribute to the Corporate 

Priorities? 

The publication of the Statement of Accounts underpins the financial stewardship and 

governance of the council and therefore supports all council services and priorities. 
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6. What will it cost and how will it affect other services? 

There are no additional cost implications as a result of this report. 

7. What are the main conclusions of the Well-being Impact 

Assessment?  

It is the professional judgement of the Section 151 Officer that a Well-being Impact 

Assessment is not required for this report. 

8. What consultations have been carried out with Scrutiny 

and others? 

The council’s procedures and processes underpinning the production of the accounts are 

regularly reviewed by the Audit Wales. Professional opinions are drawn from numerous 

other disciplines beyond finance, such as legal, property valuation, HR and pensions. 

9. Chief Finance Officer Statement 

The Statement of Accounts is a key element of the council’s governance framework. It is 

important that elected members are assured that the accounts have been produced in 

compliance with the relevant standards and that the process underpinning the production 

of the accounts is robust. Although it is disappointing that the timetable has slipped this 

year it is important to note the following: 

 The accounts will still be signed off within the revised regulatory timescales.  

 It is also pleasing that the draft single entity Statement of Accounts were prepared 

within the original timescales 

 A great deal of work that has gone into the DLL accounts will not be required next 

year, as it was their first full year of trading. We will work with DLL during the 

autumn to ensure that a robust and achievable timetable is agreed for completion 

of the consolidated accounts next year.  

Page 18



 
 

10. What risks are there and is there anything we can do to 

reduce them? 

The council would be in breach of its statutory duty if it could not approve the accounts by 

30th November. 

11. Power to make the decision 

Local authorities are required under Section 151 of the Local Government Act 1972 to 

make arrangements for the proper administration of their financial affairs. The Appointed 

Auditor is required by the Public Audit (Wales) Act 2004 to examine and certify the 

accounts of the council and must be satisfied that the accounts have been completed in 

compliance with the Accounts and Audit (Wales) Regulations 2018.  
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Report to Governance and Audit Committee 

Date of meeting 28 July 2021 

Lead Member / Officer Julian Thompson Hill 

Report author Steve Gadd, Head of Finance & Property 

Title 1. Annual Treasury Management (TM) Report                                

2020/21 (Appendix 1)                                                                 

2. TM Update Report 2021/22 (Appendix 2)        

1 What is the report about? 

1.1 The Annual TM Report 2020/21 (Appendix 1) is about the Council’s investment and 

borrowing activity during 2020/21. It also provides details of the economic climate 

during that time and shows how the Council complied with its Prudential Indicators.  

The TM Update Report (Appendix 2) provides details of the Council’s TM activities 

during 2021/22 to date. 

1.2 The term ‘treasury management’ includes the management of the council’s 

borrowing, investments and cash flow. Approximately £0.5bn passes through the 

council’s bank accounts every year. The council’s outstanding borrowing at 31 March 

2021 was £235m at an average rate of 3.95% and the Council held £17.8m in 

investments at an average rate of 0.003%. 

2 What is the reason for making this report?   

2.1 It was agreed by Council on 27 October 2009 that the governance of TM be subjected 

to scrutiny by the Governance and Audit Committee. Part of this role is to receive an 

update on the TM activities twice a year and to review the enclosed Annual TM Report 

for 2020/21. 

2.2      Role of Governance and Audit Committee 

2.2.1 The TM team will provide reports to the Governance and Audit Committee in 
accordance with the timetable below: 
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Committee Date Report Title Report Content 

Governance & Audit January TM Update - External environment 

- Risks                          

- Activity                        

- Controls                           

- Future Activity 

Governance & Audit January TM Strategy - Policy                          

- Strategy                      

- Prudential Indicators 

Council February TM Strategy As above 

Governance & Audit July TM Update As TM Update above 

Governance & Audit July TM Review - Review of TM 

activities during the 

preceding year              

- Performance of TM 

function 

Cabinet September TM Review As above 

2.2.2 TM is a complex area which takes time to understand fully and regular updates are 

provided. It was deemed therefore that the Governance and Audit Committee was 

more appropriate than Council to receive these updates so that the required amount 

of time and commitment could be devoted to this area.  

2.2.3 The Committee is required to have a certain level of understanding in this area and 

this is achieved through regular updates. The Council’s treasury advisers, Arlingclose 

Ltd, will also be providing a training session for members shortly to cover these areas 

in greater depth.  
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2.2.4 The role of the Committee includes the following: 

 To understand the Prudential Indicators 

 To understand the impact of borrowing on the revenue position 

 To understand the wider drivers impacting on the Council’s TM activities 

 To ensure that the Council always acts in a prudent manner in relation to its TM 
activities 

3 What are the Recommendations? 

3.1 That members note the performance of the Council’s Treasury Management function 

during 2020/21 and its compliance with the required Prudential Indicators as reported 

in the Annual TM Report 2020/21 (Appendix 1).  

3.2 That members note the TM update report (Appendix 2) for performance to date in 

2021/22. 

3.3 That the Committee confirms that it has read, understood and taken account of the 

Well-being Impact Assessment (Appendix 3) as part of its consideration.  

4 Report details 
 
4.1 The purpose of the Annual TM Report (Appendix 1) is to: 
 

 present details of capital financing, borrowing, debt rescheduling and investment 
transactions in 2020/21;  

 report on the risk implications of treasury decisions and transactions; 

 confirm compliance with treasury limits and Prudential Indicators. 

4.3 The TM update report (Appendix 2) provides details of the following: 

 External economic environment 

 Risks 

 Activity 

 Controls 

 Future Activity 
 

5 How does the decision contribute to the Corporate 
Priorities? 

5.1 Good investment and borrowing decisions allow additional resources to be directed 

to other Council services. 
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6       What will it cost and how will it affect other services? 
 
6.1 Not applicable. 
 

7 What are the main conclusions of the Wellbeing Impact 
Assessment? 

7.1 Financial planning and decision making should ensure that proper regard is given to 

the requirements of the Wellbeing of Future Generations Act and in particular, proper 

consideration of the long term impact of financial decisions, including the payback 

period and whole life costs of capital investment decisions, properly impact assessed 

budget proposals and long term debt and investment (treasury management) 

strategies. The principles of prudence, affordability and sustainability are already 

enshrined within the requirements of the Prudential Code and should underpin 

financial planning and decision making.  

7.2 In the context of treasury management, the existing requirements to assess and 

report on the long term financial consequences of investment and borrowing 

decisions using prudential indicators and long-term debt planning support the 

sustainability goals of the Wellbeing Act.   

7.3 The Wellbeing Impact Assessment report is included in Appendix 3 which shows how 

an efficient Treasury Management strategy promotes the wellbeing goals of the Act.  

8 What consultations have been carried out with Scrutiny 
and others? 

 
8.1 The Council has consulted with its treasury advisers, Arlingclose Ltd. 
 

9 Chief Finance Officer Statement 

9.1 TM involves looking after significant sums of cash so it is a vital part of the Council’s 

work. It requires a sound strategy and appropriate controls to safeguard the Council’s 

money, to ensure that debt is effectively and prudently managed and reasonable 

returns on investments are achieved. 

 9.2 It is a requirement of the CIPFA Code of Practice on TM for this committee to receive 

an update on the TM activities twice a year and to review an Annual TM Report.   
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9.3 The Council approved the new Corporate Plan for 2017 to 2022 in October 2017. Any 

new proposals have been considered in the TM strategy because it is vital that the 

Council has a robust and effective TM function underpinning this investment and all 

other activities. 

10 What risks are there and is there anything we can do to 
reduce them? 

 

10.1  Treasury Management is inherently risky but the Council is monitoring and controlling 

these risks as outlined in the main report.  However, it is impossible to eliminate these 

risks completely. The council’s treasury management strategy and procedures are 

audited annually and the latest internal audit review was positive with no significant 

issues raised.  

11     Power to make the Decision  

11.1 The Local Authorities (Capital Finance and Accounting) (Wales) Regulations require 

local authorities to have regard to the Chartered Institute of Public Finance and 

Accountancy’s Code of Practice on Treasury Management which determines the 

requirement for the Council to prepare regular TM updates and an annual report on 

treasury activities for the previous financial year.  
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1. Background 
 
1.1 The Council’s treasury management activity is underpinned by CIPFA’s 

Code of Practice on Treasury Management (“the Code”), which requires 
local authorities to produce Prudential Indicators annually and a Treasury 
Management Strategy Statement on the likely financing and investment 
activity. The Code also recommends that members are informed of treasury 
management activities at least twice a year.  Reports are presented twice a 
year to the Governance and Audit Committee which is the committee with 
responsibility for the scrutiny of the Council’s treasury policy, strategy and 
activity, as well as the annual report made to cabinet and the report to full 
council for approval of the annual treasury strategy.     

 
1.2 Treasury management is defined as: “The management of the local 

authority’s investments and cash flows, its banking, money market and 
capital market transactions; the effective control of the risks associated with 
those activities; and the pursuit of optimum performance consistent with 
those risks.”  

 
1.3 The Council has borrowed and invested substantial sums of money and is 

therefore exposed to financial risks including the loss of invested funds and 

the revenue effect of changing interest rates.  This report covers treasury 

activity and the associated monitoring and control of risk.  

 
2. Economic Background 
 
2.1 The coronavirus pandemic dominated 2020/21, leading to almost the entire 

planet being in some form of lockdown during the year. The start of the 

financial year saw many central banks cutting interest rates as lockdowns 

caused economic activity to grind to a halt. The Bank of England cut Bank 

Rate to 0.1% and the UK government provided a range of fiscal stimulus 

measures, the size of which has not been seen in peacetime. 

2.2 Some good news came in December 2020 as two COVID-19 vaccines were 

given approval by the UK Medicines and Healthcare products Regulatory 

Agency (MHRA). The UK vaccine rollout started in earnest; over 31 million 

people had received their first dose by 31st March. 

2.3 A Brexit trade deal was agreed with only days to spare before the 11pm 31st 

December 2020 deadline having been agreed with the European Union on 

Christmas Eve. 

2.4 The Bank of England (BoE) held Bank Rate at 0.1% throughout the year but 

extended its Quantitative Easing programme by £150 billion to £895 billion 

at its November 2020 meeting. In its March 2021 interest rate 

announcement, the BoE noted that while GDP would remain low in the near-

term due to COVID-19 lockdown restrictions, the easing of these measures 
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means growth is expected to recover strongly later in the year. Inflation is 

forecast to increase in the near-term and while the economic outlook has 

improved there are downside risks to the forecast, including from 

unemployment which is still predicted to rise when the furlough scheme is 

eventually withdrawn. 

3. Borrowing Activity 
 
3.1 The table below shows the level of the Council’s borrowing from the Public 

Works Loan Board (PWLB) at the start and the end of the year. 
 

 

Balance at 
01/04/2020 

£000 

Maturing 
loans  
£000 

Premature 
repayments 

£000 

New 
Borrowing 

£000 

Balance at 
31/03/2021 

£000 

Fixed rate loans – 
Public Works Loan 
Board (PWLB) 228,097 8,091 0 0 220,006 

Total borrowing  228,097 8,091 0 0 220,006 

 
3.2 The Council has been accessing temporary borrowing from other local 

authorities at very low rates to cover short-term cash flow requirements.  
 
3.3 As a result of this borrowing, the average rate on the Council’s debt 

increased from 3.82% at 1 April 2020 to 3.95% at 31 March 2021.   
 
3.4 Annex A shows how interest rates for borrowing have moved over the 

course of the year. 
 
4. Investment Activity 

 
4.1 The Council held cash balances of £17.8m at the end of 2020/21. These 

represent the Council’s Balances and Reserves (after internal borrowing and 
working cash balances are accounted for) and also where money has been 
borrowed before capital expenditure is incurred.  

 
4.2 The Welsh Government’s Investment Guidance requires local authorities to 

focus on security (keeping the money safe) and liquidity (making sure the 
Council never runs out of cash) as the primary objectives of a prudent 
investment policy. The Council’s aim was to achieve a return on investments 
in line with these principles. The return is important but is a secondary 
consideration and the priority is the security of the sums invested.   
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4.3 The table below shows the level of the Council’s investments at the start and 
the end of the year. 

 

 

Balance at 
01/04/2020 

£000 

Investments 
Raised 
£000 

Investments 
Repaid 
 £000 

Balance at 
31/03/2021 

£000 

Investments 28,900 541,400 552,500 17,800 

 
4.4 Security of capital remained the Council’s main investment objective.  This 

was maintained by following the Council’s counterparty policy as set out in 

its Treasury Management Strategy Statement for 2020/21 which defined 

“high credit quality” organisations as those having a long-term credit rating of 

A- or higher if domiciled in the UK or a foreign country with a sovereign 

rating of AA+ or higher.    

 

 Unsecured Bank Deposits 
 
4.5 Conventional bank deposits have become riskier because of a lower 

likelihood that the UK and other governments will support failing banks. As 
the Banking Reform Act 2014 was implemented in the UK from January 
2015, banks were no longer able to rely on government bail-outs if they got 
into difficulty. They would be required instead to bail themselves out by 
taking a proportion of investors’ deposits to build up their capital.  This new 
risk has been termed ‘bail-in’ risk and is potentially a greater risk to investors 
than the ‘bail-out’ risk of the past. 

 
4.6 Given the increasing risk and continued low returns from short-term 

unsecured bank investments, the Council has only held a minimal amount of 
investments for short-term cash flow purposes and has placed a far greater 
emphasis on investing with the UK Government’s Debt Management Office 
and other local authorities in order to minimise these risks. 
 
Credit Risk Management  

 
4.7 Counterparty credit quality was assessed and monitored with reference to 

the following: 
 

 credit ratings (minimum long-term counterparty rating of A- across rating 
agencies Fitch / S&P / Moody’s); 

 analysis of funding structure and susceptibility to bail-in; 

 credit default swap prices;   

 financial statements;  

 information on potential government support; 

 share prices. 
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Liquidity Management  
 

4.8 In keeping with the WG’s Guidance on Investments, the Council maintained 

a sufficient level of liquidity through the use of overnight deposits and instant 

access call accounts. The Authority uses purpose-built cash flow forecasting 

software to determine the maximum period for which funds may prudently be 

committed.  

 
Yield  

 
4.9 The Council sought to achieve the best return balanced against its 

objectives of security and liquidity. The UK Bank Rate remained at 0.1% for  
2020/21. Short term money market rates also remained at very low levels 
which had a significant impact on investment income. 

 
4.10 All investments made during the year complied with the Council’s agreed 

Treasury Management Strategy, Prudential Indicators, Treasury 
Management Practices and prescribed limits.  Maturing investments were 
repaid to the Council in full and in a timely manner.   

 
5. Compliance with Prudential Indicators 
  
5.1 The Council can confirm that it has complied with its Prudential Indicators for 

2020/21, which were set in February 2020 as part of the Council’s Treasury 
Management Strategy Statement.  Details can be found in Annex B. 

 
5.2 In compliance with the requirements of the CIPFA Code of Practice this 

report provides members with a summary report of the treasury 
management activity during 2020/21. None of the Prudential Indicators have 
been breached and a prudent approach has been taken in relation to 
investment activity with priority being given to security and liquidity over 
yield.     

 
6. Money Laundering Update 
  
6.1 The Council is alert to the possibility that it may become the subject of an 

attempt to involve it in a transaction involving the laundering of money.  
Accordingly, it has a Money Laundering Policy and maintains procedures for 
verifying and recording the identity of counterparties and reporting 
suspicions, and will ensure that relevant staff are properly trained. This 
policy is due to be reviewed and updated in view of new regulations.  

 
6.2 The Section 151 Officer is the Money Laundering Reporting Officer with the 

Deputy Section 151 Officer as the Deputy. There haven’t been any cases of 
money laundering reported since the start of Denbighshire to date and the 
risk to the Council is considered to be minimal.   
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Annex A 
 
Interest Rates 2020/21 
 
Public Works Loan Board (PWLB) borrowing rates and UK Money Market rates 
during the year were: 
 
Example PWLB Borrowing rates (The rate at which the Council could borrow 
money from the Government) 
 

Start Date  
Length of 

Loan  

 1yr 19½-20 yrs 49½-50 yrs 
 % % % 

01-Apr-20 2.09 2.73 2.52 

30-Sep-20 1.96 2.71 2.60 

31-Mar-21 0.99 2.34 2.19 

 
Example Bank Rate, Money Market rates (The rate at which the Council could 
invest with banks) 
 

Date 

Bank 
Rate 

% 

7-day 
Investment 

Rates % 

1-month 
Investment 

Rates % 

6-month 
Investment 

Rates % 

01-Apr-20 0.10 0.00 0.11 0.59 

30-Sep-20 0.10 -0.08 -0.08 -0.04 

31-Mar-21 0.10 -0.08 -0.08 -0.01 
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Annex B 
 
Compliance with Prudential Indicators 2020/21 
 
1 Estimated and Actual Capital Expenditure  
 
1.1 This indicator is set to ensure that the level of proposed investment in capital 

assets remains within sustainable limits and, in particular, to consider the 
impact on the Council Tax and in the case of the HRA, housing rent levels.   

 

Capital Expenditure 

2020/21 
Estimated 

February 2020 
£000 

2020/21 
Revised 

February 2021 
£000 

2020/21 
Outturn 

March 2021 
£000 

Non-HRA 43,668 42,391 37,513 

HRA 19,172 14,876 9,734 

Total 62,840 57,267 47,247 

  
NB The figures for the February estimate were produced early in January but 

due to the nature of capital expenditure, some of the major schemes have 
slipped and this expenditure will now be incurred in 2021/22.  

  
2  Estimated and Actual Ratio of Financing Costs to Net Revenue Stream 
 
2.1 This is an indicator of affordability and demonstrates the revenue 

implications of capital investment decisions by highlighting the proportion of 
the revenue budget required to meet the borrowing costs associated with 
capital spending.  The financing costs include existing and proposed capital 
commitments. 
 

Ratio of Financing 
Costs to Net Revenue 
Stream 

2020/21 
Estimated 

February 2020 
£000 

2020/21 
Revised 

February 2021 
£000 

2020/21 
Outturn 

March 2021 
£000 

Financing Costs 13,681 13,824 13,854 

Net Revenue Stream 208,301 208,301 208,301 

Non-HRA Ratio 6.57% 6.64% 6.65% 

Financing Costs 6,352 6,432 5,836 

Net Revenue Stream 16,527 16,258 16,258 

HRA Ratio 38.43% 39.56% 35.90% 

   
3 Capital Financing Requirement 
 
3.1 The Capital Financing Requirement (CFR) measures the Council’s 

underlying need to borrow for a capital purpose.  In order to ensure that over 
the medium term net borrowing will only be for a capital purpose, the Council 
ensures that net external borrowing does not, except in the short term, 
exceed the CFR in the preceding year plus the estimates of any additional 
CFR for the current and next two financial years. Performance during 
2020/21 is demonstrated in the following table: 

Page 34



 

   Page 9 

 
 
  
 
   
 
 
 
 
 
NB  The outturn figures are taken from the pre-audited Statement of Accounts 

2020/21 so they may be subject to change. 
 
4  Authorised Limit and Operational Boundary for External Debt  
 
 Summary Table: 
 

2020/21 31/03/2021 
£000 

External Borrowing  235,006 

Internal Borrowing 49,305 

Operational Boundary 265,000 

Authorised Limit 270,000 

 
4.1 Operational Boundary: This limit is set to reflect the Council’s best view of 

the most likely prudent (i.e. not worst case) levels of borrowing activity. 
 
4.2 Authorised Limit: This is the maximum amount of external debt that can be 

outstanding at one time during the financial year. The limit, which is 
expressed gross of investments, is consistent with the Council’s existing 
commitments, proposals for capital expenditure and financing and with its 
approved treasury policy and strategy and also provides headroom over and 
above for unusual cash movements.     

  
4.3 The levels of debt are measured on an ongoing basis during the year for 

compliance with the Authorised Limit and the Operational Boundary.  The 
Council maintained its total external borrowing and other long-term liabilities 
within both limits; at its peak this figure was £256.1m.  In addition to external 
borrowing, the Council uses its own reserves and balances to fund capital 
expenditure and this is known as internal borrowing as shown in the table 
above.     

 
 
 
 
 
 
 
 
 

Capital Financing 
Requirement  

2020/21 
Estimated  

February 2020 
£000 

2020/21 
Revised 

February 2021  
 £000 

2020/21 
Outturn  

March 2021 
£000 

Non-HRA 229,422 221,751 215,700 

HRA 80,173 75,147 68,611 

Total 309,595 296,898 284,311 

Borrowing 266,506 250,006 235,006 
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5 Upper Limits for Fixed Interest Rate Exposure and Variable Interest 
Rate Exposure 

  
5.1 These indicators allow the Council to manage the extent to which it is 

exposed to changes in interest rates.  The exposures are calculated on a net 
basis i.e. fixed rate debt net of fixed rate investments.  The upper limit for 
variable rate exposure allows for the use of variable rate debt to offset 
exposure to changes in short-term rates on the portfolio of investments.   

  

 2020/21 
Estimated 

 
% 

2020/21 
Actual 

Peak Exposure 
% 

Upper Limit for Fixed Rate 
Exposure 

100 100 

Upper Limit for Variable 
Rate Exposure 

40 0 

 
6 Maturity Structure of Fixed Rate borrowing  
 
6.1 This indicator is to limit large concentrations of fixed rate debt needing to be 

replaced at times of uncertainty over interest rates and is designed to protect 
against excessive exposures to interest rate changes in any one period, in 
particular in the course of the next ten years.   

 
6.2 It is calculated as the amount of projected borrowing that is fixed rate 

maturing in each period as a percentage of total projected borrowing that is 
fixed rate.  

 

Maturity structure of 
fixed rate borrowing 

Upper 
limit 

 
 

% 

Lower 
limit 

 
 

% 

Actual 
Borrowing 

as at 
31/03/2021 

£000 

Percentage 
of total 
as at  

31/03/2021 
% 

under 12 months  30 0 25,301 10.77 

12 months and within 24 
months 

30 0 7,563 3.22 

24 months and within 5 
years 

30 0 22,122 9.41 

5 years and within 10 
years 

30 0 31,453 13.38 

10 years and above 100 50 148,567 63.22 

Total   235,006 100.00 
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7 Total principal sums invested for periods longer than 364 days 
 

7.1 This indicator is set in order to allow the Council to manage the risk inherent 
in investments longer than 364 days. For 2020/21 this limit was set at £10m.  
The Council did not have any investments which exceeded 364 days during 
2020/21. 

 
8 Adoption of the CIPFA Treasury Management Code 
 
8.1 The Council confirms its adoption of the CIPFA Code of Treasury 

Management at its Council meeting on 26 March 2002.  The Council has 
incorporated the changes from the revised CIPFA Code of Practice into its 
treasury policies, procedures and practices. 
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Annex C 
 
GLOSSARY - Useful guide to Treasury Management Terms and Acronyms  
 
BANK OF ENGLAND UK’s Central Bank 
   
BANK RATE  Bank of England Interest Rate (also known as Base 

Rate)  
 
CPI     Consumer Price Index – a measure of the increase in  
    prices 
 
RPI     Retail Price Index – a measure of the increase in prices 
 
DMO  Debt Management Office – issuer of gilts on behalf of 

HM Treasury 
 
FSA Financial Services Authority - the UK financial watchdog 
  
GDP Gross Domestic Product – a measure of financial output 

of the UK 
 
LIBID  London Interbank Bid Rate - International rate that 

banks lend to other banks 
 
LIBOR   London Interbank Offer Rate – International rate that  
    banks borrow from other banks (the most widely used 
    benchmark or reference for short term interest rates) 
 
PWLB    Public Works Loan Board – a Government department 
    that lends money to Public Sector Organisations 
 
MPC Monetary Policy Committee - the committee of the Bank 

of England that sets the Bank Rate   
 
LONG TERM RATES More than 12 months duration 
 
SHORT TERM RATES Less than 12 months duration 
 
BOND (GENERAL) An investment in which an investor loans money to a 

public or private company that borrows the funds for a 
defined period of time at a fixed interest rate 

 
GOVERNMENT BOND A type of bond issued by a national government 

generally with a promise to pay periodic interest 
payments and to repay the face value on the maturity 
date 

 
CORPORATE BOND A type of bond issued by a corporation to raise money 

in order to expand its business 
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COVERED BOND A corporate bond issued by a financial institution but 
with an extra layer of protection for investors whereby 
the investor has recourse to a pool of assets that 
secures or “covers” the bond if the financial institution 
becomes insolvent 

 
GILT A bond that is issued by the British government which is 

classed as a low risk investment as the capital 
investment is guaranteed by the government    

 
REPO A repurchase agreement involving the selling of a 

security (usually bonds or gilts) with the agreement to 
buy it back at a higher price at a specific future date 
For the party selling the security (and agreeing to 
repurchase it in the future) it is a REPO 
For the party on the other end of the transaction e.g. the 
local authority (buying the security and agreeing to sell 
in the future) it is a reverse REPO 

 
FTSE 100 Financial Times Stock Exchange 100 - An index 

composed of the 100 largest companies listed on the 
London Stock Exchange which provides a good 
indication of the performance of major UK companies 
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         Appendix 2 
 
Treasury Management (TM) Update Report 
 
1 Changes in the external environment 
 
 Economic Outlook 
 
1.1 The economic outlook remains uncertain following the impact of the 

coronavirus. In view of this uncertainty, the Council will continue to take 
a cautious approach in relation to its investments. 
  

2 Investment Strategy 
  
2.1 Given the increasing risk and continued low returns from short-term 

unsecured bank investments, the Council has placed a far greater 
emphasis on investing with the UK Government’s Debt Management 
Office (DMO) in order to minimise these risks. The majority of our 
investment cash is therefore placed with the DMO on a short term 
basis to meet monthly outgoings and the remainder with two instant 
access call accounts up to a maximum limit of £3m with each.    

 
2.2 Although the Council’s current cash flow position remains healthy, the 

position is reviewed constantly with a view to undertake temporary 
borrowing if required later in the year as the level of our investment 
cash decreases.        

 
3 Borrowing Strategy 
 
3.1 The Council currently has 3 temporary loans from other local 

authorities for £15m in total over a 1 year period. This total is made up 
of £10m which is repayable in November and £5m in February. At that 
time, the Council will review its cash flow position and will either repay 
those loans or continue the loans for a further period if the cash is 
required. Local authority loans remain a readily available source of 
cash at historically low rates so the Council will therefore continue to 
undertake temporary borrowing from other local authorities in the future 
as required to cover short-term cash flow requirements.  

 
3.2 Although the Council hasn’t borrowed from the Public Works Loan 

Board (PWLB) since March 2020, the Council will continue to monitor 
its cash position and interest rate levels to ensure that further long term 
borrowing is undertaken from the PWLB at the optimal time to fund on-
going Capital commitments. 

 
3.3 The Council held a strategy meeting with its treasury advisers, 

Arlingclose Ltd, at the end of June. The analysis of the Balance Sheet 
projections showed that the Council is likely to have a significant 
borrowing requirement in the future. Despite this, it was agreed that 
temporary local authority borrowing continues to be the best strategy. 
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They advised against borrowing too far in advance of need given the 
ongoing high cost of carry from having expensive borrowing that is 
invested for the short term at extremely low rates. 

 
4 PWLB Borrowing Update 
 
4.1 Following the PWLB’s recent review of its borrowing terms, we have 

been required to submit more detailed capital expenditure plans with 

confirmation of the purpose of capital expenditure from the Section 151 

Officer. In particular, we had to confirm that we were not planning to 

purchase ‘investment assets primarily for yield’ in the current or next 

two financial years. We were able to give this assurance so we can 

continue to take advantage of PWLB borrowing at low rates. 

 
5 Controls 
 
 Prudential Indicators 
 
5.1 The Council sets prudential indicators which set boundaries within 

which its treasury management activity operates. The indicators are 
calculated to demonstrate that the Council’s borrowing is affordable 
and include measures that show the impact of capital and borrowing 
decisions over the medium term. The Council has remained within all 
of its borrowing and investment limits for 2021/22 as stated in the TM 
Strategy Statement and the Capital Strategy Report agreed by Council 
in February 2021.  The Council has not deviated from the Capital 
related indicators either. 

 
5.2 From 2019/20, the Capital related Prudential Indicators have been 

excluded from the Treasury Management Strategy Statement (TMSS) 
and included in the Capital Strategy Report which is a new report 
introduced by the 2017 edition of the Prudential Code. It is intended to 
give a high level, concise and comprehensible overview to all elected 
members of how capital expenditure, capital financing and treasury 
management activity contribute to the provision of the Council’s 
services. 

 
5.3  The Capital Strategy Report was included with the Capital Plan report 

to Council in February 2021 and included the following Capital related 
Prudential Indicators: 

 
 Estimates of Capital Expenditure and Financing 
 Ratio of Financing Costs to Net Revenue Stream 
 Capital Financing Requirement 
 Authorised Limit and Operational Boundary for External Debt 
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5.4 Audit Reviews 
 

The Internal Audit review undertaken in January 2021 found that there 
are effective controls in place with good examples of working practices 
identified. A medium assurance rating was awarded with 3 minor 
recommendations made to review risk registers, the documentation of 
procedures and the recording of Treasury Management decisions.     

 
6 Future   
 
6.1 TM Strategy for next six months 
 

As planned capital expenditure is incurred or delayed in some cases as 
a result of the pandemic, the Council will continue to monitor its cash 
flow position to ensure that temporary borrowing is undertaken if 
required. The Council will also monitor market conditions and interest 
rate levels to ensure that external PWLB borrowing is undertaken at 
the optimal time in line with the TM strategy. 
 

6.2 Medium Term Capital Strategy 
 
 Work is currently underway to develop a medium term strategy for 

capital. This will help identify projects that we are planning to develop 
and invest in over a 5 to 10 year period, but have not yet gone through 
the approval process. This will impact on the level of borrowing that the 
Council will require to undertake over the coming years. A detailed 
model is currently being developed with our Treasury Management 
advisers to help inform the decision making process to ensure that the 
correct balance is maintained between the need to invest in our assets 
and continue to deliver an ambitious investment programme and 
ensuring the plans remain prudent and affordable. 

 
6.3 Reports 
 

This report will be submitted to Cabinet in September following a 
review by the Governance and Audit Committee. The next reports to 
the Governance and Audit Committee will be the Treasury 
Management Strategy Statement and Prudential Indicators 2022/23 
and the TM Update Report 2021/22 in January. 
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Annual Treasury Management
Report 2020/21
Well-being Impact Assessment Report
This report summarises the likely impact of the proposal on the social, economic, environmental
and cultural well-being of Denbighshire, Wales and the world.

Assessment Number: 148

Brief description: A review of the Treasury Management activities for 2020/21

Date Completed: 09/07/2021 09:40:57 Version: 18

Completed by: Rhys Ifor Jones

Responsible Service: Finance

Localities affected by
the proposal: Whole County,

Who will be affected by
the proposal?

Proposals have little or no direct impact on the vast majority of
residents as the strategy involves managing the Council's investments
and borrowing.

Was this impact
assessment completed
as a group?

No
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Well-being Goals

A prosperous Denbighshire Positive

A resilient Denbighshire Positive

A healthier Denbighshire Neutral

A more equal Denbighshire Neutral

A Denbighshire of cohesive communities Neutral

A Denbighshire of vibrant culture and thriving
Welsh language Neutral

A globally responsible Denbighshire Neutral

IMPACT ASSESSMENT SUMMARY AND CONCLUSION
Before we look in detail at the contribution and impact of the proposal, it is important to consider
how the proposal is applying the sustainable development principle. This means that we must act "in
a manner which seeks to ensure that the needs of the present are met without compromising the
ability of future generations to meet their own needs."

Score for the sustainability of the approach

 ( 2 out of 4 stars ) Actual score : 23 / 36.

Summary for each Sustainable Development principle

Long term The impact of this report is neutral in this particular area.

Prevention The impact of this report is neutral in this particular area.

Integration The impact of this report is neutral in this particular area.

Collaboration The impact of this report is neutral in this particular area.

Involvement The impact of this report is neutral in this particular area.

Summary of impact

Main conclusions

An effective Treasury Management strategy ensures that the Council's investment and borrowing
decisions will contribute towards the goal of maximising income and minimising costs which supports
efficient service delivery.

Evidence to support the Well-being Impact Assessment

 We have consulted published research or guides that inform us about the likely impact of the
proposal

 We have involved an expert / consulted a group who represent those who may affected by the
proposal

 We have engaged with people who will be affected by the proposal
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THE LIKELY IMPACT ON DENBIGHSHIRE, WALES AND THE
WORLD

A prosperous Denbighshire

Overall Impact Positive

Justification for
impact

An effective Treasury Management strategy ensures that the Council's
investment and borrowing decisions will contribute towards the goal of
maximising income and minimising costs which supports efficient service
delivery.

Further actions
required

Sound financial planning and efficient long term treasury management
strategies ensure that the positive impact of this report on the County's
prosperity is maximised.

Positive impacts identified:

A low carbon society

Quality
communications,
infrastructure and
transport

Financial planning and decision making ensures that proper consideration
of the long term impact of financial decisions is given, including the
payback period and whole life costs of capital investment decisions,
properly impact assessed budget proposals and long term debt and
investment (treasury management) strategies.

Economic
development

The Treasury Management strategy and Prudential Indicators ensure that
the Council's cash is safeguarded as much as possible by making
investments in banks recommended in the annual strategy statement.

Quality skills for the
long term

The strategy ensures that the Council's borrowing is monitored and is
within set limits and is affordable. It identifies current financing
requirements for the Capital Plan and estimates the proposed capital
requirements for the next three financial years.

Quality jobs for the
long term

Sound investment and borrowing decisions relating to the Council's cash
will maximise the Council's income within the guidelines set in the
Treasury Management strategy.

Childcare
The Prudential Indicators are a statutory requirement which demonstrate
the affordability of our plans and contribute towards the overall financial
wellbeing of Denbighshire.

Negative impacts identified:

A low carbon society

Quality
communications,
infrastructure and
transport

Economic
development

Quality skills for the
long term

Quality jobs for the
long term

Childcare

A resilient Denbighshire
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Justification for
impact

A sound Treasury Management strategy ensures that the Council's cash is
secure and new borrowing is affordable. It also enables the Council to
react quickly to market volatility by continual monitoring of the financial
institutions throughout the year.

Further actions
required

Good investment decisions will help the Council to develop more efficient
working practices which will use less resources which will help to
maximise the positive impact of this report on the County's resilience.

Positive impacts identified:

Biodiversity and the
natural environment

Biodiversity in the
built environment

Reducing waste,
reusing and
recycling

Good investment decisions will help the Council to develop more efficient
working practices which will use less resources.

Reduced energy/fuel
consumption

The strategy is set at the start of the financial year but it is monitored
carefully throughout the year to ensure that the Council reacts quickly to
any market volatility and the impact on the banking institutions.

People’s awareness
of the environment
and biodiversity

Flood risk
management

Negative impacts identified:

Biodiversity and the
natural environment

Biodiversity in the
built environment

Reducing waste,
reusing and
recycling

Reduced energy/fuel
consumption

People’s awareness
of the environment
and biodiversity

Flood risk
management

A healthier Denbighshire

Overall Impact Neutral

Justification for
impact

Proposals have little or no direct impact on the vast majority of residents
as the strategy involves managing the Council's investments and
borrowing.

Further actions
required

The impact of this report is neutral in this particular area so this is not
applicable.

Positive impacts identified:
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A social and physical
environment that
encourage and
support health and
well-being

Access to good
quality, healthy food

People’s emotional
and mental well-
being

Access to healthcare

Participation in
leisure opportunities

The strategy contributes to the overall financial health of Denbighshire and
therefore supports the delivery of the annual budget.

Negative impacts identified:

A social and physical
environment that
encourage and
support health and
well-being

Access to good
quality, healthy food

People’s emotional
and mental well-
being

Access to healthcare

Participation in
leisure opportunities

A more equal Denbighshire

Overall Impact Neutral

Justification for
impact

A good treasury management strategy contributes to the overall financial
resilience of the Council and supports the on-going work of the Authority
without impacting on residents.

Further actions
required

The impact of this report is neutral in this particular area so this is not
applicable.

Positive impacts identified:
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Improving the well-
being of people with
protected
characteristics. The
nine protected
characteristics are:
age; disability;
gender
reassignment;
marriage or civil
partnership;
pregnancy and
maternity; race;
religion or belief;
sex; and sexual
orientation

People who suffer
discrimination or
disadvantage

People affected by
socio-economic
disadvantage and
unequal outcomes

An efficient treasury management strategy contributes to the financial
resilience of the Council and supports service delivery.

Areas affected by
socio-economic
disadvantage

Negative impacts identified:

Improving the well-
being of people with
protected
characteristics. The
nine protected
characteristics are:
age; disability;
gender
reassignment;
marriage or civil
partnership;
pregnancy and
maternity; race;
religion or belief;
sex; and sexual
orientation

People who suffer
discrimination or
disadvantage

People affected by
socio-economic
disadvantage and
unequal outcomes

Areas affected by
socio-economic
disadvantage

A Denbighshire of cohesive communities
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Overall Impact Neutral

Justification for
impact

A good treasury management strategy contributes to the overall financial
resilience of the Council and supports the on-going work of the Authority
without impacting on residents.

Further actions
required

The impact of this report is neutral in this particular area so this is not
applicable.

Positive impacts identified:

Safe communities
and individuals

Community
participation and
resilience

The attractiveness of
the area

Connected
communities

Rural resilience

Negative impacts identified:

Safe communities
and individuals

Community
participation and
resilience

The attractiveness of
the area

Connected
communities

Rural resilience

A Denbighshire of vibrant culture and thriving Welsh language

Overall Impact Neutral

Justification for
impact

A good treasury management strategy contributes to the overall financial
resilience of the Council and supports the on-going work of the Authority.
It has no direct impact on the language and the culture because any
treasury management decisions are based on the treasury strategy and
advice from financial consultants.

Further actions
required

The impact of this report is neutral in this particular area so this is not
applicable.

Positive impacts identified:

People using Welsh

Promoting the Welsh
language

Culture and heritage

Negative impacts identified:

People using Welsh
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Promoting the Welsh
language

Culture and heritage

A globally responsible Denbighshire

Overall Impact Neutral

Justification for
impact

A good treasury management strategy contributes to the overall financial
resilience of the Council and supports the on-going work of the Authority.
It has no direct impact on the local area.

Further actions
required

The impact of this report is neutral in this particular area so this is not
applicable.

Positive impacts identified:

Local, national,
international supply
chains

Human rights

All investments are undertaken from national institutions in line with the
strategy and financial advice. The strategy determines the institutions
with the minimum credit rating which the Authority is permitted to invest
with.

Broader service
provision in the local
area or the region

All borrowing is undertaken from central Government as detailed in the
strategy and in line with other local authorities.

Reducing climate
change

Negative impacts identified:

Local, national,
international supply
chains

Human rights

Broader service
provision in the local
area or the region

Reducing climate
change
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Report to Governance and Audit Committee 

Date of meeting 28th July 2021 

Lead Member / Officer Julian Thompson Hill 

Report author Steve Gadd, Head of Finance and Property 

Title Audit Enquiries 2020/21 

1. What is the report about? 

To introduce the Audit Enquiries Letter and the Council’s response to those enquiries. 

2. What is the reason for making this report? 

Audit Wales (AW), as DCC’s appointed external auditors, have a duty to obtain evidence 

of how management and those charged with governance (in DCC this is the Governance 

and Audit Committee) are discharging their responsibilities for preventing and detecting 

fraud. The details of the responses and the letter setting out the requirements are included 

as Appendix 1 and 2.  

3. What are the Recommendations? 

That the Chair of the Corporate Governance Committee formally confirms the responses 

included in Appendix 2 to this report. 

4. Report details 

The details of the responses of both management (Steve Gadd, Head of Finance and 

Property) and Governance & Audit Committee (Cllr Barry Mellor, Chair of G&AC) are set 

out in Appendix 2. In summary the responses set out the Council’s approach to the 

following areas of governance: 
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• Management processes in place to identify and mitigate against the risk of fraud. 

• Awareness of any actual or alleged instances of fraud. 

• Processes to gain assurance that all relevant laws and regulations have been 
complied with. 

• Whether there is any potential litigation or claims that would affect the financial 
statements. 

• Processes to identify, authorise, approve, account for and disclose related party 
transactions and relationships.  

5. How does the decision contribute to the Corporate 

Priorities? 

The annual external audit process underpins the financial stewardship and governance of 

the council and therefore supports all council services and priorities. 

6. What will it cost and how will it affect other services? 

There are no additional cost implications as a result of this report. 

7. What are the main conclusions of the Well-being Impact 

Assessment?  

It is the professional judgement of the Section 151 Officer that a Well-being Impact 

Assessment is not required for this report. 

8. What consultations have been carried out with Scrutiny 

and others? 

Wales Audit Office sought responses from Steve Gadd as Head of Finance and Property 

and Section 151 Officer and Cllr Barry Mellor as Chair of the Governance and Audit 

Committee. 

9. Chief Finance Officer Statement 

It is important that the Council discharges its responsibility for preventing and detecting 

fraud in all aspects of its work. The assurances sought by AW in relation to fraud form a 

useful check to ensure that there are appropriate processes are in place to identify and 

mitigate against the risk of fraud. 
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10. What risks are there and is there anything we can do to 

reduce them? 

The risk is that fraud could lead to the misappropriation of the Council’s assets or the 

manipulation or misstatement of the financial statements. The responses from 

management and the Governance and Audit Committee help demonstrate that there are 

processes in place for identifying and responding to the risk of fraud and that adequate 

internal controls are in place to mitigate those risks. 

11. Power to make the decision 

The International Standard for Auditing (UK and Ireland) 240  (ISA 240) sets out that the 

primary responsibility for preventing and detecting fraud rests with both management and 

‘those charged with governance’, which for DCC is the Corporate Governance Committee. 

The ISA 240 also sets out the requirement for external audit to obtain an understanding of 

how the Council discharges its responsibilities. 
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Please contact us in Welsh or English / cysylltwch â ni’n Gymraeg neu’n Saesneg. 

 

 

 

 

               

         Reference: CGC/ME/DCC 

         Date:   3 March 2021 

 
 
Mr Steve Gadd – Chief Finance Officer (S151) 
Mr Barry Mellor – Chair of the Corporate Governance Committee 
Via email 

Dear Steve and Councillor Mellor 

Denbighshire County Council 2020-21 

Audit enquiries to those charged with governance and management 

As I’ll set out in my 2021 Audit Plan, we are responsible for obtaining reasonable assurance 

that the financial statements taken as a whole are free from material misstatement, whether 

caused by fraud or error. It will also sets out the respective responsibilities of auditors, 

management and those charged with governance.  

This letter formally seeks documented consideration and understanding on a number of 

governance areas that impact on my audit of your financial statements. These considerations 

are relevant to both the management of Denbighshire County Council (the Council) and 

‘those charged with governance’ (the Corporate Governance Committee).  

I have set out below the areas of governance on which I am seeking views. 

1. Management processes in relation to: 

• Undertaking an assessment of the risk that the financial statements may be 

materially misstated due to fraud 

24 Cathedral Road / 24 Heol y Gadeirlan 

Cardiff / Caerdydd 

CF11 9LJ 

Tel / Ffôn: 029 2032 0500 

Fax / Ffacs: 029 2032 0600 

Textphone / Ffôn testun: 029 2032 0660 

info@audit.wales / post@archwilio.cymru 

www.audit.wales / www.archwilio.cymru 
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• Identifying and responding to risks of fraud in the organisation 

• Communication to employees of views on business practice and ethical 

behaviour; and 

• Communication to those charged with governance the processes for identifying 

and responding to fraud 

2. Management’s awareness of any actual or alleged instances of fraud 

3. How management gain assurance that all relevant laws and regulations have been 

complied with. 

4. Whether there is any potential litigation or claims that would affect the financial 

statements. 

5. Managements processes to identify, authorise, approve, account for and disclose related 

party transactions and relationships. 

The information you provide will inform our understanding of the Council and its business 

processes and support our work in providing an audit opinion on your 2020-21 financial 

statements.  

I would be grateful if you could complete the attached tables covering the period 1 April 2020 

to 31 March 2021 in Appendices 1 – 3 and return by 30 April 2021. For information purposes, 

where applicable, this table also includes the responses provided in 2019-20.  

Your responses should be formally considered and communicated to us on behalf of both 

management and those charged with governance. If you have queries, please contact me on 

02920 320663 or by email at matthew.edwards@audit.wales. 

Yours sincerely 

 
 
Matthew Edwards 
Audit Manager 

Cc: Gary Williams – Head of Legal, HR and Democratic Services   
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Please contact us in Welsh or English / cysylltwch â ni’n Gymraeg neu’n Saesneg. 

 

 

 

Appendix 1 

 

Matters in relation to fraud 

 

International Standard for Auditing (UK and Ireland) 240 covers auditors responsibilities relating to fraud in an audit of 

financial statements. 

 

The primary responsibility to prevent and detect fraud rests with both management and ‘those charged with governance’. 

Management, with the oversight of those charged with governance, should ensure there is a strong emphasis on fraud 

prevention and deterrence and create a culture of honest and ethical behaviour, reinforced by active oversight by those 

charged with governance. 

 

As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from 

material misstatement due to fraud or error. We are required to maintain professional scepticism throughout the audit, 

considering the potential for management override of controls. 

 

What are we required to do? 

 

As part of our risk assessment procedures we are required to consider the risks of material misstatement due to fraud. 

This includes understanding the arrangements management has put in place in respect of fraud risks. The ISA views 

fraud as either: 

• the intentional misappropriation of assets (cash, property, etc); or 

• the intentional manipulation or misstatement of the financial statements. 
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We also need to understand how those charged with governance exercises oversight of management’s processes. We 

are also required to make enquiries of both management and those charged with governance as to their knowledge of 

any actual, suspected or alleged fraud, for identifying and responding to the risks of fraud and the internal controls 

established to mitigate them. 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

1. What is management’s assessment of 

the risk that the financial statements may 

be materially misstated due to fraud and 

what are the principal reasons?  

Low Risk – reasons set out below: 

• Checks and balances in place within 
Finance and financial systems. 

• All entries and notes within the published 
statements are subject to a tight control and 
checking process. 

• Financial systems subject to annual internal 
audit reviews. 

• Segregation of duties built into systems and 
procedures. 

• Bank reconciliation process separate from 
other activity. 

• Monthly closedown processes and robust 
budget monitoring and reporting. 

• Well defined procurement processes – 
contract procedure rules. 

• Delegation schemes and approval 
processes built into ordering and payment 
systems.  

• Expenditure approval processes linked to 
the above – thresholds set within delegation 
schemes. 

• Tight controls over journal processing 

• Treasury management policies and 
procedures well established with clear 
segregation built into the investment and 
payment processes. 

• Minimal cash transactions. 

• Professionally qualified and experienced 
staff. 

• National Fraud Initiative (NFI) participation.  

• Internal Audit provides an objective review 
of financial systems and procedures.  
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

2. What processes are employed to identify 

and respond to the risks of fraud more 

generally and specific risks of 

misstatement in the financial statements? 

Council has the following procedures in place, 
and these are kept un regular review. 

• Anti-fraud & corruption policy. 

• Investigation procedures. 

• Whistle-blowing policy. 

• IA programme of work-based risk 

assessment.  

• IA projects consider potential for fraud and 

carry out appropriate tests. 

• Horizon scanning by the Head of Internal 

Audit to identify trends in frauds to develop a 

corporate fraud plan.  

• Financial systems reviews include annual 

data interrogation of payroll and creditor 

payments records. 

• Systems and procedures / checks and 

balances in Finance. 

• Reporting benefit and CT Fraud 

• National Fraud Initiative data matching and 

resulting investigations. 

• Internal Audit perform objective review of 

financial systems and procedures.  

 

3. What arrangements are in place to report 

fraud issues and risks to the Audit and 

Governance Committee? 

• Requirement to report to the Chief Internal 

Auditor and Section 151 Officer in Financial 

Regulations and Disciplinary procedures. 

• Corporate Governance and Audit 

Committee’s terms of reference include 

requirement for annual report on fraud work. 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

• Internal Audit reports will raise issues as 

appropriate or escalate them for further 

formal investigation. 

• Issues would also be raised in the Annual 

Governance Statements if they identified a 

particular governance weakness.  

• Quarterly counter fraud updates to 

Corporate Governance and Audit Committee 

summarising progress with investigations 

and outcomes as part of Internal Audit 

update reports. 

• Internal Audit reviewed the Council’s fraud 

management arrangements against CIPFA 

Code of Practice on Managing the Risk of 

Fraud and Corruption. Summary of the two 

reports highlighting fraud risks and issues 

were presented to Corporate Governance 

and Audit Committee as part of the Internal 

Audit update reports. Members also 

received a copy of the full reports 

separately.  

4. How has management communicated 

expectations of ethical governance and 

standards of conduct and behaviour to all 

relevant parties, and when? 

Management have communicated expectations 

in respect of ethical governance and standards 

of conduct and behaviour via: 

• References in the Constitution 

• Financial Regulations 

• Code of Conduct (members and staff) 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

• Declaration of interests / related party 

declaration 

• Policies and procedures, financial 

procedures 

• Some services have specific codes of 

confidentiality / declaration of interest 

• E-Learning module on Code of Conduct and 

Whistleblowing recently rolled out and 

mandatory completion for staff and forms 

part of induction process. 

5. Are you aware of any instances of actual, 

suspected or alleged fraud within the 

audited body since 1 April 2020? 

All known or suspected fraud that Internal Audit 

have been made aware of have been 

investigated, records maintained, and Corporate 

Governance and Audit Committee are updated 

quarterly as part of the Internal Audit progress 

update.  

Although there have been individual 

investigations carried out by Internal Audit, there 

have been no material level frauds identified.   

 

 

Enquiries of those charged with governance – in relation to fraud 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee exercise oversight of 

management's processes for identifying 

and responding to the risks of fraud within 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
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Enquiries of those charged with governance – in relation to fraud 

Question 2019-20 Response 2020-21 Response 

the audited body and the internal control 

that management has established to 

mitigate those risks? 

processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

2. Are you aware of any instances of actual, 

suspected or alleged fraud with the 

audited body since 1 April 2020? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of. 
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Appendix 2 

 

Matters in relation to laws and regulations 

 

International Standard for Auditing (UK and Ireland) 250 covers auditors responsibilities to consider the impact of laws 

and regulations in an audit of financial statements. 

 

Management, with the oversight of those charged with governance, is responsible for ensuring that the Council’s 

operations are conducted in accordance with laws and regulations, including compliance with those that determine the 

reported amounts and disclosures in the financial statements. 

As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from 

material misstatement due to fraud or error, taking into account the appropriate legal and regulatory framework. The ISA 

distinguishes two different categories of laws and regulations: 

• laws and regulations that have a direct effect on determining material amounts and disclosures in the financial 

statements; 

• other laws and regulations where compliance may be fundamental to the continuance of operations, or to avoid 

material penalties. 

 

What are we required to do? 

 

As part of our risk assessment procedures we are required to make inquiries of management as to whether the Council 

is in compliance with relevant laws and regulations. Where we become aware of information of non-compliance or 

suspected non-compliance, we need to gain an understanding of the non-compliance and the possible effect on the 

financial statements. 
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Enquiries of management – in relation to laws and regulations 

Question 2019-20 Response 2020-21 Response 

1. How have you gained assurance that all 

relevant laws and regulations have been 

complied with? 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

 

2. Have there been any instances of non-

compliance or suspected non-compliance 

with relevant laws and regulations since 1 

April 2020, or earlier with an ongoing 

impact on the 2020-21 financial 

statements? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of.  

 

3. Are there any potential litigations or 

claims that would affect the financial 

statements? 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

 

4. Have there been any reports from other 

regulatory bodies, such as HM Revenues 

and Customs which indicate non-

compliance? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of.  
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Enquiries of those charged with governance – in relation to laws and regulations 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee in its role as those charged 

with governance, obtain assurance that 

all relevant laws and regulations have 

been complied with?  

Through numerous reports throughout the year 
from both internal and external regulators and 
assurance provided through the governance 
framework underpinned by council standing 
orders, financial regulations and other key 
policies. The Annual Governance Statement 
also gives assurance in this regard.  

 

2. Are you aware of any instances of non-

compliance with relevant laws and 

regulations? 

No. The CG&AC is not aware of any non-
compliance with relevant laws and regulations. 
Any such instances would be reported to the 
Committee. 
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Appendix 3 

 

Matters in relation to related parties 

 

International Standard for Auditing (UK and Ireland) 550 covers auditors responsibilities relating to related party 

relationships and transactions. 

 

The nature of related party relationships and transactions may, in some circumstances, give rise to higher risks of 

material misstatement of the financial statements than transactions with unrelated parties.  

 

Because related parties are not independent of each other, many financial reporting frameworks establish specific 

accounting and disclosure requirements for related party relationships, transactions and balances to enable users of the 

financial statements to understand their nature and actual or potential effects on the financial statements. An 

understanding of the entity's related party relationships and transactions is relevant to the auditor's evaluation of whether 

one or more fraud risk factors are present as required by ISA (UK and Ireland) 240, because fraud may be more easily 

committed through related parties. 

 

What are we required to do? 

 

As part of our risk assessment procedures, we are required to perform audit procedures to identify, assess and respond 

to the risks of material misstatement arising from the entity's failure to appropriately account for or disclose related party 

relationships, transactions or balances in accordance with the requirements of the framework. 
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Enquiries of management – in relation to related parties 

Question 2019-20 Response 2020-21 Response 

1. Confirm that you have disclosed to the 

auditor: 

• the identity of any related parties, 
including changes from the prior period; 

• the nature of the relationships with these 
related parties; 

• details of any transactions with these 
related parties entered into during the 
period, including the type and purpose of 
the transactions. 

The Statement of Accounts discloses the identity 
of related parties and is compliant with the 
requirements of the CIPFA code of accounting 
practice. 

 

2. What controls are in place to identify, 

authorise, approve, account for and 

disclose related party transactions and 

relationships?  

• Declaration of interest forms and related 
party disclosure forms 

• Disclosures included within the statement of 
accounts (Head of Finance and Property) 

• Draft accounts reviewed by the CGC 

• Policies, procedures and controls around the 
authorisation of any expenditure are well 
controlled, as evidenced in regulatory 
reports.  
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Enquiries of the those charged with governance – in relation to related parties 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee in its role as those charged with 

governance, exercise oversight of 

management's processes to identify, 

authorise, approve, account for and 

disclose related party transactions and 

relationships? 

The Corporate Governance and Audit 
Committee receive the Statement of Accounts 
and seek assurances from officers regarding 
their accuracy. Members are able to challenge / 
query any aspect of the statement of accounts. 
Independent assurance is provided by 
regulators supporting the robustness of internal 
control systems with respect to individual 
transactions. 

 

 

P
age 71



T
his page is intentionally left blank



 

 

Appendix 1 

 

Matters in relation to fraud 

 

International Standard for Auditing (UK and Ireland) 240 covers auditors responsibilities relating to fraud in an audit of 

financial statements. 

 

The primary responsibility to prevent and detect fraud rests with both management and ‘those charged with governance’. 

Management, with the oversight of those charged with governance, should ensure there is a strong emphasis on fraud 

prevention and deterrence and create a culture of honest and ethical behaviour, reinforced by active oversight by those 

charged with governance. 

 

As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from 

material misstatement due to fraud or error. We are required to maintain professional scepticism throughout the audit, 

considering the potential for management override of controls. 

 

What are we required to do? 

 

As part of our risk assessment procedures we are required to consider the risks of material misstatement due to fraud. 

This includes understanding the arrangements management has put in place in respect of fraud risks. The ISA views 

fraud as either: 

 the intentional misappropriation of assets (cash, property, etc); or 

 the intentional manipulation or misstatement of the financial statements. 

 

We also need to understand how those charged with governance exercises oversight of management’s processes. We 

are also required to make enquiries of both management and those charged with governance as to their knowledge of 
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any actual, suspected or alleged fraud, for identifying and responding to the risks of fraud and the internal controls 

established to mitigate them. 

 

P
age 74



Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

1. What is management’s assessment of 

the risk that the financial statements may 

be materially misstated due to fraud and 

what are the principal reasons?  

Low Risk – reasons set out below: 

 Checks and balances in place within 
Finance and financial systems. 

 All entries and notes within the published 
statements are subject to a tight control and 
checking process. 

 Financial systems subject to annual internal 
audit reviews. 

 Segregation of duties built into systems and 
procedures. 

 Bank reconciliation process separate from 
other activity. 

 Monthly closedown processes and robust 
budget monitoring and reporting. 

 Well defined procurement processes – 
contract procedure rules. 

 Delegation schemes and approval 
processes built into ordering and payment 
systems.  

 Expenditure approval processes linked to 
the above – thresholds set within delegation 
schemes. 

 Tight controls over journal processing 

 Treasury management policies and 
procedures well established with clear 
segregation built into the investment and 
payment processes. 

 Minimal cash transactions. 

 Professionally qualified and experienced 
staff. 

 National Fraud Initiative (NFI) participation.  

 Internal Audit provides an objective review 
of financial systems and procedures.  

Low Risk – reasons set out below: 

 Checks and balances in place within Finance 
and financial systems. 

 All entries and notes within the published 
statements are subject to a tight control and 
checking process. 

 Financial systems subject to annual internal 
audit reviews. 

 Segregation of duties built into systems and 
procedures. 

 Bank reconciliation process separate from other 
activity. 

 Robust monthly budget monitoring and 
reporting. 

 Well defined procurement processes – contract 
procedure rules. 

 Delegation schemes and approval processes 
built into ordering and payment systems.  

 Expenditure approval processes linked to the 
above – thresholds set within delegation 
schemes. 

 Tight controls over journal processing 

 Treasury management policies and procedures 
well established with clear segregation built into 
the investment and payment processes. 

 Minimal cash transactions. 

 Professionally qualified and experienced staff. 

 National Fraud Initiative (NFI) participation.  

 Internal Audit provides an objective review of 
financial systems and procedures. 

 Current review of guidance on use of 
purchasing cards 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

2. What processes are employed to identify 

and respond to the risks of fraud more 

generally and specific risks of 

misstatement in the financial statements? 

Council has the following procedures in place, 
and these are kept under regular review. 

 Anti-fraud & corruption policy. 

 Investigation procedures. 

 Whistle-blowing policy. 

 IA programme of work-based risk 

assessment.  

 IA projects consider potential for fraud and 

carry out appropriate tests. 

 Horizon scanning by the Head of Internal 

Audit to identify trends in frauds to develop a 

corporate fraud plan.  

 Financial systems reviews include annual 

data interrogation of payroll and creditor 

payments records. 

 Systems and procedures / checks and 

balances in Finance. 

 Reporting benefit and CT Fraud 

 National Fraud Initiative data matching and 

resulting investigations. 

 Internal Audit perform objective review of 

financial systems and procedures.  

Council has the following procedures in place, 

and these are kept under regular review. 

 Anti-fraud & corruption policy. 

 Investigation procedures. 

 Whistle-blowing policy. 

 IA programme of work-based risk 

assessment.  

 IA projects consider potential for fraud and 

carry out appropriate tests. 

 Horizon scanning by the Head of Internal 

Audit to identify trends in frauds to develop 

a corporate fraud plan.  

 Financial systems reviews include annual 

data interrogation of payroll and creditor 

payments records. 

 Systems and procedures / checks and 

balances in Finance. 

 Reporting benefit and CT Fraud 

 National Fraud Initiative data matching and 

resulting investigations. 

 Internal Audit perform objective review of 

financial systems and procedures. 

 Risk of fraud captured in the corporate risk 

register and service risk registers where 

perceived to be a fraud risk. This includes 

mitigating controls relevant to the risk. 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

3. What arrangements are in place to report 

fraud issues and risks to the Audit and 

Governance Committee? 

 Requirement to report to the Chief Internal 

Auditor and Section 151 Officer in Financial 

Regulations and Disciplinary procedures. 

 Corporate Governance and Audit 

Committee’s terms of reference include 

requirement for annual report on fraud work. 

 Internal Audit reports will raise issues as 

appropriate or escalate them for further 

formal investigation. 

 Issues would also be raised in the Annual 

Governance Statements if they identified a 

particular governance weakness.  

 Quarterly counter fraud updates to 

Corporate Governance and Audit Committee 

summarising progress with investigations 

and outcomes as part of Internal Audit 

update reports. 

 Internal Audit reviewed the Council’s fraud 

management arrangements against CIPFA 

Code of Practice on Managing the Risk of 

Fraud and Corruption. Summary of the two 

reports highlighting fraud risks and issues 

were presented to Corporate Governance 

and Audit Committee as part of the Internal 

Audit update reports. Members also 

received a copy of the full reports 

separately.  

 Requirement to report to the Chief Internal 

Auditor and Section 151 Officer in Financial 

Regulations and Disciplinary procedures. 

 Governance and Audit Committee’s terms of 

reference include requirement for annual report 

on fraud work. 

 Internal Audit reports will raise issues as 

appropriate or escalate them for further formal 

investigation. 

 Issues would also be raised in the Annual 

Governance Statements if they identified a 

particular governance weakness.  

 Quarterly counter fraud updates to Governance 

and Audit Committee summarising progress 

with investigations and outcomes as part of 

Internal Audit update reports. 

 Internal Audit reviewed the Council’s fraud 

management arrangements against CIPFA 

Code of Practice on Managing the Risk of 

Fraud and Corruption. Summary of the two 

reports highlighting fraud risks and issues were 

presented to Governance and Audit Committee 

as part of the Internal Audit update reports. 

Members also received a copy of the full 

reports separately. 
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Enquiries of management - in relation to fraud 

Question 2019-20 Response 2020-21 Response 

4. How has management communicated 

expectations of ethical governance and 

standards of conduct and behaviour to all 

relevant parties, and when? 

Management have communicated expectations 

in respect of ethical governance and standards 

of conduct and behaviour via: 

 References in the Constitution 

 Financial Regulations 

 Code of Conduct (members and staff) 

 Declaration of interests / related party 

declaration 

 Policies and procedures, financial 

procedures 

 Some services have specific codes of 

confidentiality / declaration of interest 

 E-Learning module on Code of Conduct and 

Whistleblowing recently rolled out and 

mandatory completion for staff and forms 

part of induction process. 

Management have communicated expectations in 

respect of ethical governance and standards of 

conduct and behaviour via: 

 References in the Constitution 

 Financial Regulations 

 Code of Conduct (members and staff) 

 Declaration of interests / related party 

declaration 

 Policies and procedures, financial procedures 

 Some services have specific codes of 

confidentiality / declaration of interest 

 E-Learning module on Code of Conduct and 

Whistleblowing recently rolled out and 

mandatory completion for staff and forms part 

of induction process. 

5. Are you aware of any instances of actual, 

suspected or alleged fraud within the 

audited body since 1 April 2020? 

All known or suspected fraud that Internal Audit 

have been made aware of have been 

investigated, records maintained, and Corporate 

Governance and Audit Committee are updated 

quarterly as part of the Internal Audit progress 

update.  

Although there have been individual 

investigations carried out by Internal Audit, there 

have been no material level frauds identified.   

All known or suspected fraud that Internal Audit 

have been made aware of have been investigated, 

records maintained, and Corporate Governance 

and Audit Committee are updated quarterly as part 

of the Internal Audit progress update.  

Although there have been individual investigations 

carried out by Internal Audit, there have been no 

material level frauds identified. 
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Enquiries of those charged with governance – in relation to fraud 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee exercise oversight of 

management's processes for identifying 

and responding to the risks of fraud within 

the audited body and the internal control 

that management has established to 

mitigate those risks? 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

The Governance and Audit Committee receive 

regular Internal Audit Progress Reports which 

includes control weaknesses identified in the 

Council’s processes and procedures. Members of 

the Committee are able to call Officers to the 

Committee for explanations / assurances. 

Governance & Audit Committee have a role in 

reviewing the Strategy for the Prevention & 

Detection of Fraud, Corruption & Bribery and Fraud 

Response Plan. 

Governance & Audit Committee maintains oversight 

of the Corporate Risk Register which includes a 

corporate risk relating to fraud. 

2. Are you aware of any instances of actual, 

suspected or alleged fraud with the 

audited body since 1 April 2020? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of. 

Internal Audit update reports give quarterly updates 

of the actual, suspected or alleged fraud that 

Internal Audit is made aware of. 
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Appendix 2 

 

Matters in relation to laws and regulations 

 

International Standard for Auditing (UK and Ireland) 250 covers auditors responsibilities to consider the impact of laws 

and regulations in an audit of financial statements. 

 

Management, with the oversight of those charged with governance, is responsible for ensuring that the Council’s 

operations are conducted in accordance with laws and regulations, including compliance with those that determine the 

reported amounts and disclosures in the financial statements. 

As external auditors, we are responsible for obtaining reasonable assurance that the financial statements are free from 

material misstatement due to fraud or error, taking into account the appropriate legal and regulatory framework. The ISA 

distinguishes two different categories of laws and regulations: 

 laws and regulations that have a direct effect on determining material amounts and disclosures in the financial 

statements; 

 other laws and regulations where compliance may be fundamental to the continuance of operations, or to avoid 

material penalties. 

 

What are we required to do? 

 

As part of our risk assessment procedures we are required to make inquiries of management as to whether the Council 

is in compliance with relevant laws and regulations. Where we become aware of information of non-compliance or 

suspected non-compliance, we need to gain an understanding of the non-compliance and the possible effect on the 

financial statements. 
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Enquiries of management – in relation to laws and regulations 

Question 2019-20 Response 2020-21 Response 

1. How have you gained assurance that all 

relevant laws and regulations have been 

complied with? 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

The Governance and Audit Committee receive 

regular Internal Audit Progress Reports which 

includes control weaknesses identified in the 

Council’s processes and procedures. Members of 

the Committee are able to call Officers to the 

Committee for explanations / assurances. 

2. Have there been any instances of non-

compliance or suspected non-compliance 

with relevant laws and regulations since 1 

April 2020, or earlier with an ongoing 

impact on the 2020-21 financial 

statements? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of.  

Internal Audit update reports give quarterly updates 

of the actual, suspected or alleged fraud that 

Internal Audit is made aware of. 

3. Are there any potential litigations or 

claims that would affect the financial 

statements? 

The Corporate Governance and Audit 
Committee receive regular Internal Audit 
Progress Reports which includes control 
weaknesses identified in the Council’s 
processes and procedures. Members of the 
Committee are able to call Officers to the 
Committee for explanations / assurances.  

The Governance and Audit Committee receive 

regular Internal Audit Progress Reports which 

includes control weaknesses identified in the 

Council’s processes and procedures. Members of 

the Committee are able to call Officers to the 

Committee for explanations / assurances. 

4. Have there been any reports from other 

regulatory bodies, such as HM Revenues 

and Customs which indicate non-

compliance? 

Internal Audit update reports give quarterly 
updates of the actual, suspected or alleged 
fraud that Internal Audit is made aware of.  

Internal Audit update reports give quarterly updates 

of the actual, suspected or alleged fraud that 

Internal Audit is made aware of. 
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Enquiries of those charged with governance – in relation to laws and regulations 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee in its role as those charged 

with governance, obtain assurance that 

all relevant laws and regulations have 

been complied with?  

Through numerous reports throughout the year 
from both internal and external regulators and 
assurance provided through the governance 
framework underpinned by council standing 
orders, financial regulations and other key 
policies. The Annual Governance Statement 
also gives assurance in this regard.  

Through numerous reports throughout the year 

from both internal and external regulators and 

assurance provided through the governance 

framework underpinned by council standing orders, 

financial regulations and other key policies. The 

Annual Governance Statement also gives 

assurance in this regard. 

2. Are you aware of any instances of non-

compliance with relevant laws and 

regulations? 

No. The CG&AC is not aware of any non-
compliance with relevant laws and regulations. 
Any such instances would be reported to the 
Committee. 

No. The G&AC is not aware of any non-compliance 

with relevant laws and regulations. Any such 

instances would be reported to the Committee. 
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Appendix 3 

 

Matters in relation to related parties 

 

International Standard for Auditing (UK and Ireland) 550 covers auditors responsibilities relating to related party 

relationships and transactions. 

 

The nature of related party relationships and transactions may, in some circumstances, give rise to higher risks of 

material misstatement of the financial statements than transactions with unrelated parties.  

 

Because related parties are not independent of each other, many financial reporting frameworks establish specific 

accounting and disclosure requirements for related party relationships, transactions and balances to enable users of the 

financial statements to understand their nature and actual or potential effects on the financial statements. An 

understanding of the entity's related party relationships and transactions is relevant to the auditor's evaluation of whether 

one or more fraud risk factors are present as required by ISA (UK and Ireland) 240, because fraud may be more easily 

committed through related parties. 

 

What are we required to do? 

 

As part of our risk assessment procedures, we are required to perform audit procedures to identify, assess and respond 

to the risks of material misstatement arising from the entity's failure to appropriately account for or disclose related party 

relationships, transactions or balances in accordance with the requirements of the framework. 

  

P
age 83



Enquiries of management – in relation to related parties 

Question 2019-20 Response 2020-21 Response 

1. Confirm that you have disclosed to the 

auditor: 

 the identity of any related parties, 
including changes from the prior period; 

 the nature of the relationships with these 
related parties; 

 details of any transactions with these 
related parties entered into during the 
period, including the type and purpose of 
the transactions. 

The Statement of Accounts discloses the identity 
of related parties and is compliant with the 
requirements of the CIPFA code of accounting 
practice. 

The Statement of Accounts discloses the identity of 

related parties and is compliant with the 

requirements of the CIPFA code of accounting 

practice. 

2. What controls are in place to identify, 

authorise, approve, account for and 

disclose related party transactions and 

relationships?  

 Declaration of interest forms and related 
party disclosure forms 

 Disclosures included within the statement of 
accounts (Head of Finance and Property) 

 Draft accounts reviewed by the CGC 

 Policies, procedures and controls around the 
authorisation of any expenditure are well 
controlled, as evidenced in regulatory 
reports.  

 Declaration of interest forms and related party 

disclosure forms 

 Related Party forms now online submissions 

which has improved the timeliness of returns 

and help ensure a complete set of returns 

 Disclosures included within the statement of 

accounts (Head of Finance and Property) 

 Draft accounts reviewed by the G&AC 

 Policies, procedures and controls around the 

authorisation of any expenditure are well 

controlled, as evidenced in regulatory reports. 

 

 

 

P
age 84



 

 

 

Enquiries of the those charged with governance – in relation to related parties 

Question 2019-20 Response 2020-21 Response 

1. How does the Audit and Governance 

Committee in its role as those charged with 

governance, exercise oversight of 

management's processes to identify, 

authorise, approve, account for and 

disclose related party transactions and 

relationships? 

The Corporate Governance and Audit 
Committee receive the Statement of Accounts 
and seek assurances from officers regarding 
their accuracy. Members are able to challenge / 
query any aspect of the statement of accounts. 
Independent assurance is provided by 
regulators supporting the robustness of internal 
control systems with respect to individual 
transactions. 

The Governance and Audit Committee receive the 

Statement of Accounts and seek assurances from 

officers regarding their accuracy. Members are able 

to challenge / query any aspect of the statement of 

accounts. Independent assurance is provided by 

regulators supporting the robustness of internal 

control systems with respect to individual 

transactions. 
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Report to Governance & Audit Committee 

Date of meeting 28 July 2021 

Lead Member / Officer Cllr Julian Thompson Hill 

Gary Williams – Head of Legal, HR & Democratic Services 

Steve Gadd – Head of Finance & Property Services 

Report author Lisa Lovegrove – Chief Internal Auditor 

Title Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery and the Fraud Response Plan 

1. What is the report about? 

1.1. The Council takes its responsibilities to protect the public purse very seriously 

and is committed to protecting the public funds that it administers. This Strategy 

and framework set out the Council’s commitment to preventing, detecting and 

deterring fraud and corruption.  

1.2. To inform the committee about changes to the Strategy for the Prevention and 

Detection of Fraud, Corruption & Bribery and the fully revised Fraud Response 

Plan. 

2. What is the reason for making this report? 

2.1. Minimising any losses to fraud and corruption is an essential part of ensuring 

that all of the council’s resources are used for the purposes for which they are 

intended.  

2.2. It is important that anti-fraud strategies and plans are kept up to date to support 

and guide Council staff, ensuring compliance with laws and regulations, giving 

guidance to decision making and streamlining internal processes. 
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3. What are the Recommendations? 

3.1. Comment on the revised Strategy for the Prevention and Detection of Fraud, 

Corruption & Bribery and the Fraud Response Plan and refer it to Cabinet for 

approval. 

4. Report details 

4.1. The Strategy for the Prevention and Detection of Fraud, Corruption and Bribery and 

Fraud Response Plan form part of the Council's counter fraud framework, a 

collection of interrelated policies and procedures including the Code of Conduct, 

Financial Regulations and Whistle Blowing Policy. It also includes policies and 

procedures that are specifically targeted at countering fraud and corruption  

4.2. The purpose of the Strategy and Fraud Response Plan is to provide management 

with a tool to ensure progress and transparency with regards to counter-fraud 

activities. It is designed to heighten the Council’s fraud resilience and 

demonstrate its protection and stewardship of public funds.  

4.3. In developing this Strategy, the Council has adopted the guiding principles 

included in "Fighting Fraud and Corruption Locally 2020” (FFCL2020) which is 

the counter fraud and corruption strategy for local government. It provides a 

blueprint for a coordinated response to fraud and corruption perpetrated against 

local authorities with the support of those at the top.  

4.4. The Strategy is not just concerned with operational activity to detect and 

investigate fraud and corruption, but also sets out objectives for pro-active 

actions to deter and prevent fraud and corruption through the continual 

development of an anti-fraud and corruption culture.  

4.5. The Fraud Response Plan has been revised to reflect existing processes and to 

strengthen arrangements to ensure that all relevant parties are involved at key 

points and to include greater alignment with HR policies, particularly, the 

disciplinary policy. 
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5. How does the decision contribute to the Corporate 
Priorities? 

5.1. The application of the Strategy and Fraud Response Plan is intended to protect 

the Council against loss through fraud and corruption so that resources are 

used for the purposes for which they are intended.  

6. What will it cost and how will it affect other services? 

6.1. There are no direct financial implications arising from this report. The 

application of the counter fraud strategy and response plan is intended to 

protect the Council against loss through fraud and corruption 

7. What are the main conclusions of the Well-being Impact 
Assessment? 

7.1. Not applicable 

8. What consultations have been carried out with Scrutiny 
and others? 

8.1. Consulted with Head of Legal, Head of Finance, HR, SLT. Trade Unions also 

informed. 

9. Chief Finance Officer Statement 

9.1. Not applicable – there are no direct financial implications arising from this 

report. 

10. What risks are there and is there anything we can do to 
reduce them? 

10.1. Strategy and Fraud Response Plan to mitigate and address risk of fraud. The 

strategy includes an action plan setting out intended actions to reduce the risk 

of fraud, corruption and bribery. 

11. Power to make the decision 

11.1. Not applicable. 
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Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  
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Document 
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Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  

Policy Statement  

Denbighshire County Council’s governance framework ensures we conduct our business 

in line with the law and proper standards and that public money is safeguarded, properly 

accounted for and used economically, efficiently and effectively. It sets out clear 

expectation for behaviour and expectations including that all of us uphold the seven 

principles of public life: selflessness, integrity, objectivity, accountability, openness, 

honesty and leadership.  

All elected Members and co-opted members will be expected to adhere to the “The 

Conduct of Members (Principles) (Wales) Order 2001”. This Order adds to the seven 

Nolan principles set out above by including requirements in relation to Stewardship, Duty 

to Uphold the Law, and Equality and Respect. 

This Policy is intended to cover fraud, theft, corruption and bribery. The Council does not 

and will not tolerate any form of fraud, corruption or bribery when undertaking any of its 

responsibilities  

The Council will prevent fraud, corruption and bribery by designing and formulating 

proportionate policies and systems to minimise risk. 

The Council will continue to promote the detection and investigation of fraud, 

corruption and bribery including the application of robust, effective sanctions and 

recovery procedures where it is identified. 

The Council recognises that bribery is a criminal offence. The Council does not, and 

will not, pay bribes or offer improper inducements to anyone for any purpose, nor will 

it, accept bribes or improper inducements. To use a third party as a conduit to channel 

bribes to others is a criminal offence. 

The Council does not, and will not, engage indirectly in or otherwise encourage 

bribery. The Council is committed to the prevention, deterrence and detection of 

bribery and adopts a position of zero tolerance towards bribery.  

Page 94



 

 

 

5 

 

Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  

Introduction 

Fraud and corruption is detrimental to the provision of services, diverting scarce resource 

from the public purse. It is also damaging to the reputation of, and confidence in, the 

Council, and public bodies in general, and the morale of those who work for them. 

This Strategy for the Prevention and Detection of Fraud, Corruption & Bribery is one part 

of a framework of arrangements in place to prevent fraud and wrongdoing. These include 

the Whistleblowing Policy and Anti-Money Laundering Policy. Other parts of the 

governance framework also contribute to prevent fraud and promote ethical behaviour, 

such as the Code of Conduct for Members, Code of Conduct for Staff, Register of 

Interests, Declaration of Gifts and Hospitality, Financial Regulations, Contract Procedure 

Rules, Human Resource (HR) policies, our commitment to transparency and the Risk 

Management Framework.  

The Council gives out the clear message that it will not tolerate any impropriety by 

employees, elected Members, suppliers, contractors, customers or any third party. This 

Strategy outlines the approach the Council will take to combat fraud and corruption and it 

has the full support of Members and the Council’s Senior Leadership Team. 
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Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  

Scope & Definitions 

This Strategy covers all business, activities and transactions undertaken either by the 

Council or on its behalf. It applies to all Members and all those who work for or with the 

Council to include employees, agency staff, consultants, contractors, partners and 

volunteers. The Council also expects those it contracts, funds and partners to have their 

own equivalent arrangements in place to counter fraud and corruption. 

The Strategy has regard to the provisions of the Fraud Act 2006, the Bribery Act 2010, 

Theft Act 1968, Proceeds of Crime Act 2002, Regulation of Investigatory Powers Act 

(RIPA) 2000, Identity Documentation Act 2010, Prevention of Social Housing Fraud Act 

2013, Criminal Attempts Act 1981, Misrepresentation Act 1967, together with best practice 

such as CIPFA’s “Managing the Risk of Fraud and Corruption”.  

Fraud and Corruption is the general name given to any acts of fraud, theft or bribery that 

occur or are attempted. Fraud, theft and bribery are each defined in law: 

Fraud:  Act of deliberate deception with the intent to gain a benefit from that deception or 

cause a loss to someone else. This can include: deception by making a false 

statement, representation or claim; by deliberately withholding information or by 

abusing a position of trust for the individual’s own personal benefit. 

Theft: The taking of property that belongs to someone else, dishonestly and without 

permission with the intent to deprive them of it. Such as the taking of cash, 

stocks or assets like vehicles of equipment.  

Bribery:  The offering or acceptance of any form of incentive, money or other benefit, by 

an employee to do something that they know that they shouldn’t such as award a 

contract to the bribing party or provide confidential or sensitive information to 

another.  

For the purposes of clarity and brevity the term “Fraud” is used in this document to 

describe all of the above. 
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Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  

Objectives of the Strategy 

The objectives of this Strategy and the fraud response plan are to: 

 Maintain and promote a zero-tolerance culture to fraud and corruption 

 Protect public money and the council’s finite resources and reducing losses from 

fraud and corruption to the minimum possible. 

 Consistently detect incidents of fraud and then investigate and take robust action 

against those found to be committing such acts 

Counter Fraud Approach 

This Strategy is aligned to the CIPFA Counter Fraud Centre ‘Fighting Fraud & Corruption 

Locally Strategy for the 2020s’, which provides a blueprint for a tougher response to fraud 

and corruption perpetrated against local authorities. The Council adopts the five principles 

as per the ‘Fighting Fraud & Corruption Locally Strategy for the 2020s’ shown below: 
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Counter Fraud Measures 

The Fighting Fraud and Corruption Locally Strategy for the 2020s are adopted for the 

purpose of this Strategy as follows: 

Govern 

 The Council has robust governance arrangements and uses a holistic approach to 

tackle fraud and corruption 

 Fraud risks are managed at senior management level and are service specific. 

Acknowledge 

 The Council acknowledges the risk of fraud and internal audit has included 

proactive counter-fraud audits within its audit plan.  

 Staff in Internal Audit receive training in order to comply with their professional 

standards. This includes counter-fraud training to maximise the Council’s ability to 

prevent, detect and investigate fraud, corruption and bribery. 

 The risk of fraud is assessed by officers and emerging risk where identified is 

considered by senior management and the Internal Audit team. These are captured 

as part of the Council’s risk management arrangements and Internal Audit maintain 

a fraud risk register to inform audit plans with respect to proactive counter fraud 

reviews. 

Prevent 

 All staff, in particular managers, are expected to be mindful of the potential for fraud 

and corruption and to design and implement procedures to prevent, deter and 

detect fraud and corruption. Especially when planning new projects and their 

delivery, also when working with third parties, where the risk of fraud may be higher.  

 Setting the appropriate culture and ethical standards starts at the very top of the 

organisation and is reinforced as part of induction arrangements for Members and 
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staff. The Council’s e-learning modules cover the values and expected behaviour of 

staff with a separate module covering whistleblowing. The latter will be reviewed to 

encompass this Strategy and Fraud Response Plan 

 Where disciplinary matters are identified during investigations, HR and 

management will be informed in order that they may take relevant action. Where 

appropriate, criminal prosecutions will be considered. 

 When an investigation is carried out against an employee, if appropriate, the 

investigation report might be referred to and/or used in any future disciplinary 

proceedings. 

 Publicise relevant counter fraud activity and criminal prosecutions in order to 

demonstrate the Council’s zero-tolerance approach. 

 Data sharing and use of information technology are employed. Internal Audit. 

coordinates the National Fraud Initiative on behalf of the council, and uses NAFN 

(National Anti-Fraud Network) to identify the risk of fraud are where this may be 

taking place. 

Pursue 

 Appropriate sanctions will always be considered where fraud is identified, including 

criminal prosecution where this is in the public interest. 

 The recovery of losses and any proceeds of crime will be considered in all 

appropriate cases. 

Protect 

 All necessary actions will be taken, including working with other local authorities, to 

protect the Council from organised fraud and corruption.  

 Where weaknesses are identified through a service review, feedback from staff, 
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internal audit or incident occurring, the responsible manager must put in place 

immediate action to strengthen the system(s) affected. 

 Fraud prevention measures, a key element in protecting the council and residents 

from fraud and corruption, will be employed.  
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Responsibilities 

Roles and responsibilities for identifying and mitigating the risk of fraud must be clearly 

understood and embraced effectively. These are shown below: 

Elected Members: 

- lead by example, maintaining high standards and the ten principles of conduct and 

adhere to the Members’ code of conduct, constitution, financial regulations and 

relevant legislation. 

- declare all potential conflicts of interest and any gifts and hospitality offered or 

received to Democratic Services.  

- report any concerns regarding fraud, bribery or corruption. 

 

Chief Executive Officer, Monitoring Officer and Section 151 Officer 

- acting as champions for effective anti-fraud and corruption practices 

- provide advice to all elected members and staff about vires issues, 

maladministration, financial impropriety, probity and policy framework and budget 

issues. 

- The Chief Executive Officer is responsible for espousing and upholding high 

standards of conduct by officers, ensuring oversight of compliance with the 

member-officer protocol and with other policies adopted by the Council. 

- The Monitoring Officer encourages the promotion and maintenance of high 

standards of conduct within the Council, particularly through provision of support to 

the Standards Committee. 

- The Section 151 Officer undertakes the statutory responsibility under the Local 

Government Act 1972 to ensure the proper arrangements for the administration of 

the Council’s financial affairs.  This role is supported by the work undertaken by 

Internal Audit. 
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Heads of Service 

- service risk registers accurately reflect the risk of fraud, including emerging risks, 

e.g. due to changes in technology or working practices 

- control procedures are effective and operating effectively to prevent and detect 

fraudulent activity 

- Financial Regulations including Contract Procedure Rules are complied with 

- those engaged in counter fraud activity have the appropriate skills and knowledge 

and are given the appropriate authority and access to enable them to do this work 

effectively 

- Report all instances of suspected fraud, corruption or bribery without delay to the 

Section 151 Officer, Chief Internal Auditor and/or Monitoring Officer, who will advise 

on the best method for dealing with the allegation. The matter should not be 

discussed with other members of their team or colleagues.  

- Ensuring a register of declaration of interests is maintained (and Legal Services 

made aware) and safeguards put in place where there is a conflict of interest. 

Managers 

- Set and promote a top-level commitment to an organisation wide culture of 

preventing all forms of fraud, corruption and bribery 

- Ensuring the risk of fraud is assessed in the areas applicable to the service  

- Ensuring corporate procedures and systems of internal control are in place to 

protect the resources for which they are accountable and effective at detecting 

fraudulent activity. 

- Ensure their staff are aware and comply with the requirements of the Staff Code of 

Conduct, Financial Regulations, Contract Procedure Rules, Gifts and Hospitality, 

Register of Interests and other council policies. 

- Implementing new controls to reduce the risk of similar fraud where frauds have 

taken place 
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- create an environment in which their employees feel able to approach them with 

any concerns they may have about suspected irregularities 

- Report all instances of suspected fraud, corruption or bribery without delay to the 

Section 151 Officer, Chief Internal Auditor and/or Monitoring Officer, who will advise 

on the best method for dealing with the allegation. The matter should not be 

discussed with other members of their team or colleagues.  

Employees 

- Adhere to the Employee’s Code of Conduct and council policies 

- Appropriate handling of council resources and monies including via payment 

systems, receipts, contracting and grant claims. 

- Perform duties carefully and honestly and follow council procedures and practices 

and guidance to prevent fraud and corruption. 

- Be alert to and proactively identify unusual events or transactions which could be 

indicators of fraud and vulnerabilities 

- Reporting immediately a suspected fraud or attempted fraud 

- Cooperate fully with whoever is conducting internal checks, reviews or fraud 

investigations. 

- Declare any business or personal interest to Head of Service. 

Human Resources 

- Ensuring recruitment processes and the Officers’ Code of Conduct support the 

highest standards of conduct 

- Advising and supporting managers in implementing suspensions and disciplinary 

procedures 

- Ensuring employment matters are dealt with in a consistent and fair way regarding 

any case of suspected fraud 
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Information Technology 

- Deploying cyber-security measures, raising awareness and highlighting best 

practice to limit the risk of phishing attacks and other forms of digital fraud 

- Developing systems in a way that limits and addresses the risk of fraud 

Contractors, funding recipients and partners  

- Adhering to the council’s contract terms and conditions or grant terms, including 

provisions relating to financial management, anti-bribery and standards or 

behaviour 

- Putting in place policies and internal controls to counter fraud and corruption to 

maintain high standards of conduct and integrity 

- Report any concerns to the Council and work with the council to address concerns 

as relevant. 

Internal Audit 

- Assessing and highlighting weaknesses and subsequent agreed actions to improve 

the council’s system of internal control 

- Reviewing, identifying and agreeing actions to address risks of fraud and corruption 

during audits 

- Advise and guide managers on anti-fraud and corruption arrangements 

- Supporting fraud investigations. 

 

External Audit 

Safeguard the stewardship of public money by carrying out specific reviews that are 

designed to test (amongst other things) the adequacy of the Council’s financial systems 

and arrangements for preventing and detecting fraud. It is not the external auditors’ 

function to prevent fraud and irregularities, but the integrity of public funds is at all times a 

matter of general concern.  

Page 104



 

 

 

15 

 

Strategy for the Prevention & Detection of Fraud, Corruption & 

Bribery  

Reporting Fraud, Bribery and Corruption 

If you suspect fraud, bribery or corruption has taken place against the Council, you must 

raise your concerns immediately either with the Monitoring Officer, Section 151 Officer or 

Chief Internal Auditor. See Appendix B for a guide for employees on how to raise 

concerns. Other reporting mechanisms include: 

- Audit Wales Whistleblowing whistleblowing@audit.wales 

- Protect (formerly Public Concern at Work) https://protect-advice.org.uk/  

Whistleblowing 

The Public Interest Disclosure Act 1998 protects employees who have reasonable 

concerns. You will not suffer discrimination or victimisation by following the correct policy 

and procedures  

You can either raise your concerns with your line manager, senior managers within your 

service or one of the post-holders listed below: 

- Head of Service 

- Corporate Directors 

- Chief Executive Officer 

- Head of Legal, HR & Democratic Services / Monitoring Officer 

- Head of Internal Audit 

- Head of Finance & Property Services / Section 151 Officer 

- Trade Union 

Monitoring and review 

This Strategy and Fraud Response Plan will be kept under review to ensure its 

effectiveness in preventing and detecting fraud and corruption. This will be done as part of 

the review and production of the Annual Governance Statement which will report any 

significant weaknesses relating to fraud that have transpired during the year in question. 
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Appendix A: Counter Fraud, Corruption & Bribery Action Plan 

What Who When 

Launch the revised Strategy for the 
Prevention and Detection of Fraud, 
Corruption & Bribery and Fraud Response 
Plan once approved by SLT and 
Governance & Audit Committee.  

Initially through Denbighshire Today and 
then as part of attendance at Service 
Management Team meetings. 

Monitoring Officer & 
Chief Internal Auditor 

July 2021 – 
December 2021 

Explore the potential to include fraud 
awareness as part of an existing e-learning 
module e.g. whistleblowing. 

Strategic HR 
Manager & Chief 
Internal Auditor 

May 2022 

Develop staff to become Accredited 
Counter Fraud Technicians. 

Internal Audit December 2021 

Launch the revised Anti-Money Laundering 
Policy and promote with relevant staff. 

Chief 
Accountant/S151 
Officer 

September 2021 

Review the Whistleblowing Policy. Monitoring Officer April 2022 

Review counter fraud arrangements as 
part of the Annual Governance Statement. 

Corporate 
Governance Working 
Group 

February 2021 
(and annually 
thereafter) 

Update the fraud risk assessment and use 
the results to determine the proactive 
Counter Fraud Reviews to be undertaken 
as part of the Internal Audit Strategy each 
year. 

Chief Internal Auditor March 2021 (and 
annually 
thereafter) 
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What Who When 

Develop horizon scanning and intelligence 
sharing: 

 use of National Anti-Fraud Network 
(NAFN)  

 co-ordination within the council to 
identify and monitor fraud risks and 
trends.  

 Coordination with other 
organisations such as Wales Fraud 
Group and NW Las Fraud Group. 

Internal Audit Ongoing 

Reviewing and update Internal Audit Fraud 
investigation Procedure. 

Chief Internal Auditor 31 December 
2021 

Continue to coordinate the National Fraud 
Initiative (NFI) and report outcomes to the 
Corporate Governance & Audit Committee. 

Internal Audit Ongoing 

Encourage services to use NFI AppCheck 
as a means to prevent fraud. 

Internal Audit Ongoing 
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Appendix B Guide to Reporting Fraud, Corruption & Bribery 

Fraud is an act of deliberate deception made with the intent to gain a benefit from that 

deception or cause a loss to someone else through false representation, failing to disclose 

information or abuse of position. 

Corruption/Bribery is the offering, promise, giving, requesting, agreeing to receive, or 

accepting a payment or other advantage to induce or reward a person to improperly carry 

out their duties. 

DO 

 Note your concerns, details of names, descriptions, dates, times, details of 

conversations and possible witnesses. Time, date and sign your notes. 

 Retain/secure evidence that may be destroyed – don’t alter or write on it in any way. 

 Report your suspicion promptly. Delays may lead to further loss. 

 Be discreet. Do not discuss your concerns with anyone who doesn’t need to know. 

DO NOT 

 Never confront the suspect or convey concerns to anyone other than those 

authorised. This could alert the fraudster, place you at harm and jeopardise an 

investigation/ put evidence at risk. 

 Never attempt to investigate or gather evidence yourself (unless it is about to be 

destroyed). Contact Internal Audit as soon as possible for advice and guidance. 

 Don’t be afraid of raising your concerns. The Public Interest Disclosure Act 1998 

protects employees who have reasonable concerns.  

If you suspect fraud against the Council has taken place, you must report it immediately: 

 To your line manager in the first instance, where appropriate and 

 To the Chief Internal Auditor (Lisa Lovegrove), Monitoring Officer (Gary Williams) or 

the Section 151 Officer (Steve Gadd) 

 Via email to Internal Audit audit@denbighshire.gov.uk  
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Appendix C: Fraud Risks 

The ‘Fighting Fraud & Corruption Locally Strategy for the 2020s’ details the following areas 

as significant risks to Local Authorities: 

 Social care fraud: personal budgets and direct payments – 

overstatement of needs through false declaration, multiple claims across 

authorities, third party abuse by carer, family or organisation, 

posthumous continuation of claims 

 Schools 

 Right to buy (not currently applicable in Wales) 

 Money laundering – exposure to suspect transactions 

 Commissioning of services – including joint commissioning, joint 

ventures, commercial services, third sector partnerships – conflict of 

interest, collusion 

 Tenancy – fraudulent applications for housing or succession of tenancy, 

and subletting of the property 

 Procurement – tendering issues, split contracts, double invoicing 

 Payroll – false employees, overtime claims, expenses 

 Identity Fraud – false identity/fictitious persons applying for 

services/payments 

 Council Tax – discounts and exemptions, council tax support 

 Blue Badge – use of counterfeit/altered badges, use when disabled 

person is not in the vehicle, use of deceased person’s Blue Badge, 

badges issued to institutions being misused by employees 

 Grants – work not carried out, funds diverted, ineligibility not declared 

 Business rates – fraudulent applications for exemptions and reliefs, 

unlisted properties 

 Insurance fraud – false claims including slips and trips 
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 Disabled facility grants – fraudulent applications to homes aimed at the 

disabled 

 Concessionary travel schemes – use of concession by ineligible person 

 No recourse to public funds – fraudulent claims of eligibility 

 New responsibilities – areas that have transferred to local authority 

responsibility 

 Local Enterprise Partnerships – partnerships between local authorities 

and businesses. Procurement fraud, grant fraud. All LEPs should now be 

incorporated, with a local authority as accountable body, in a more 

formal and regulated relationship. Key issues are LEP governance, 

procedures for allocating/prioritising grants. 

 Immigration – including sham marriages. False entitlement to services 

and payments 

 Cyber dependent crime and cyber enabled fraud – enables a range of 

fraud types resulting in diversion of funds, creation of false applications 

for services and payments. 
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Introduction 

This plan sets out responsibilities for taking action and who needs to be involved, 

together with the steps that the council will take when fraud, corruption and bribery 

are reported in order to: 

1. Prevent any further loss in the immediate future 

2. Secure evidence for any disciplinary, civil or criminal action 

3. Ensure processes are strengthened to prevent recurrences. 

The plan aims to ensure that the council has a clear and consistent approach to dealing 

with reported incidents or fraud. This is in line with the objectives set out in the Strategy for 

the Prevention & Detection of Fraud, Corruption & Bribery, and part of the Council’s 

counter fraud and corruption framework. This plan shall be read in conjunction with 

Council’s Disciplinary Policy. 

This plan does not cover reported or identified vulnerabilities where the potential for fraud 

is increased. This is to be addressed as part of management arrangements, and the 

relevant Head of Services should make the Chief Internal Auditor aware. 

Reporting Suspected Fraud 

Staff must raise concerns about fraud, corruption, bribery, money-laundering and any 

other malpractice. The council’s Whistleblowing policy sets out the process for reporting 

such incidents, and the protections in place for staff who blow the whistle. Key points and 

who to contact are summarised in the Strategy for the Prevention & Detection of Fraud, 

Corruption & Bribery. 

It is not for staff to actively investigate suspected wrongdoing or gather additional 

evidence; all investigations will follow this Response Plan. 

Suspected fraud may be discovered through other avenues, such as, internal investigation 

e.g. disciplinary, POVA (Protection of Vulnerable Adults) or internal audits, which must still 

require that the Monitoring Officer and Section 151 Officer be informed as well as the Chief 

Internal Auditor. 
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The Chief Internal Auditor will record all reported incidents on the fraud log and a summary 

is provided to the Governance & Audit Committee periodically with a Counter Fraud report 

included as part of the Internal Audit Annual Report. 

Establishing if there are grounds for concern 

The Council takes every reported incident of fraud seriously and is intent to fully 

investigate any suspected acts of fraud, misappropriation or other similar irregularity where 

possible. Where there is a lack of evidence and/or the facts are not easily established at 

first sight, further fact-finding will be required. This will be overseen by the Monitoring 

Officer and the Section 151 Officer who will determine what fact-finding work is required 

and whether an investigator needs to be involved at this stage. The Chief Internal Auditor 

will need to be advised and consulted with. 

Once the fact-finding is complete, it will be possible to establish: 

 There are no grounds for concern and no further action is required 

 While there is no evidence of a specific fraud having taken place, work is needed to 

make processes more secure and/or tighten internal control systems 

 While there are concerns about conduct, the matter is not covered by the Strategy 

for the Prevention and Detection of Fraud, Corruption and Bribery and Corruption 

should be dealt with under other policies e.g. grievance or disciplinary. 

 There is evidence of (attempted) fraud and the case is referred back to the 

Monitoring Officer to convene the Fraud Response Panel. 

Involving the Police 

The police will be contacted without a delay when the Monitoring Officer and Chief Internal 

Auditor considers there is possible criminal wrongdoing. The Fraud Response Panel will 

decide who best to make contact with the police, usually this will be after the fact-finding is 

complete. If the police decide that a criminal investigation is necessary, the internal and 

police investigation will be coordinated where possible, with the police investigation taking 

priority particularly if the internal investigation could prejudice the police’s work e.g. 

inadvertently alerting those under suspicion or compromising evidence. In all cases, the 

advice of the police will be followed. 
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Convening a Fraud Response Panel 

The Monitoring Officer or Chief Internal Auditor will convene the Fraud Response Panel 

where there is evidence of fraud or attempted fraud. The Panel will be formed to determine 

the best course of action, ensuring advice is taken by appropriate expertise and relevant 

parties are involved and informed. 

The membership of the Panel may be tailored to each case, but will likely consist of the 

following: 

 Head of Legal, HR & Democratic Services / Monitoring Officer (Chair) 

 Head of Finance & Property Services / Section 151 Officer 

 Chief Internal Auditor 

 Head of Service in which the suspected (attempted) fraud occurred 

 Strategic HR Manager (for disciplinary matters, HR policies and employee relations) 

 Investigating Officer (once appointed) 

The Panel’s meeting and liaison will depend on the seriousness and complexity of the 

case. For example, in minor cases it may be suitable to keep the above individuals 

informed and seek advice as/when necessary via email. 

The Monitoring Officer, with the Chief Internal Audit, will decide on the course of action to 

take upon consideration of the advice of the Panel. Decisions will include: 

 Whether the police need to be informed and involved 

 Urgent actions required to secure evidence of prevent further loss, including 

suspending a member of staff 

 Immediate measures to address system vulnerabilities, stop payments or apply for 

an injunction to freeze assets 

 Informing insurers 

 How to deal with employees under suspicion (in consultation with the Strategic HR 

Manager) 

 Who else needs to be informed and involved 
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 What further review and strengthening of council systems and internal control is 

required 

Where it is not appropriate for the Monitoring Officer to be involved, the Section 151 

Officer may act in their place. 

The panel will be convened and will liaise for as long as the chair deems necessary 

Confidentiality 

All fact finding investigation and other documents created, collected or otherwise held in 

relation to the investigation are confidential; as are discussions pertaining to the case. 

Meeting locations will be secure.  

Requests for access to documents will be considered by the Fraud Response Panel, 

taking into account any legal requirements and advice from the Council’s Data Protection 

Officer where appropriate. 

Accumulated evidence will be held for the period specified in the Council’s Retention 

Schedule or as determined by the Monitoring Officer 

Taking immediate action to prevent future loss 

The Fraud Response Panel will decide whether it is necessary to take immediate action to 

prevent further loss. Most likely this will involve staff member(s) being suspended. 

Informing the member of staff of the suspension will need to be carefully arranged to 

prevent any potential to destroy, tamper or remove evidence that may be needed to 

support disciplinary or criminal action. In such circumstances, the staff member(s) will be 

approached unannounced and will be supervised at all time before leaving council 

premises. They may be permitted to collect personal property under supervision, but 

should not be able to remove any property belonging to the council, including mobile 

devices. Any security passes or keys to premises, offices etc. will be returned. System 

logins should be suspended, including remote and mobile access. 

Any decision to suspend will be in line with policies and following advice from Human 

Resources. 
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The Panel will determine what other immediate measures are required to prevent further 

loss and secure evidence. For instance, stopping payments, grants, loans or transactions; 

strengthening systems or building security; adapting processes; or suspending contract 

arrangements. 

Fraud investigation 

Once a decision has been made to launch an investigation, the Panel will agree that an 

officer is appointed to lead and conduct the investigation. The Investigation Officer may be 

drawn from the Internal Audit Team if it concerns financial matters or it may be necessary 

to draw on external investigative resources, either to lead or support the investigation. 

Whoever is involved must be appropriately qualified and have the requisite knowledge of 

criminal law, the council’s counter fraud, corruption & bribery framework and council 

disciplinary and other relevant policies.  

The Panel and the Investigation Officer will ensure the investigation’s terms of reference 

are clear and aligned with the disciplinary policy, setting out at a high level the: 

 Nature of the reported wrongdoing 

 Some and focus of the investigation 

 Persons who will work on and support the investigation 

 Resources required for the investigation 

 Witnesses to be interviewed 

 Searches required 

 Records to be collected and analysed 

 Reporting arrangements, including external parties 

 Expected outcomes from the work, including reconstructing the method and means 

of the suspected fraud, an understanding of the extent and value, gathering 

evidence and building a case, and identifying vulnerabilities 

The Terms of Reference may need to be refined and may evolve as the investigation 

progresses. The Investigating Officer will discuss and agree any changes with the Lead 

Officer for the investigation. If significance changes are required, this may prompt the need 

to reconvene the Response Panel. 
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Investigations and searches 

The Investigating Officer will hold a preliminary interview or interviews with the person(s) 

raising the concern, where that has been the reason for the investigation. It will be made 

clear they will be protected by the council’s Whistleblowing Policy. 

If the subject of the investigation is to be interviewed by the Investigating Officer, the 

Officer must be trained and the context of the interview decided on: in particular, whether 

the interview is for internal disciplinary purposes or for the suspicion of a criminal offence. 

Interviews for a criminal offence should not be undertaken by staff who are not trained in 

the requirements of the Police and Criminal Evidence Act 1984. Such interviews must only 

occur after the police have been consulted. 

The Investigating Officer must have the knowledge and skills to conduct any searches 

legally, both under civil and criminal law, so as not to expose the organization to any 

undue risk. Again, any searches should be conducted only after the police have been 

consulted. 

Dealing with Employees under suspicion 

The Fraud Response Panel will: 

 Seek a steer and work with the police, if involved, to determine whether the 

employee needs to be interviewed under suspicion of having committed a criminal 

offence. 

 Where considered necessary, require the Investigating Officer to arrange a search 

of the suspected employee’s work area and IT records. 

 Keep under review and decide whether a member of staff should be suspended 

 Allow trade union assistance if requested, to support individuals and to ensure the 

integrity of evidence 

Human Resources will support all staff affected by a fraud investigation, whether directly or 

indirectly, including directing individuals towards sources of counselling and advice and 

applying relevant policies. At all times, HR policies will frame and inform actions taken. 

Page 119



 

 

10 

Fraud and Corruption Response Plan  

Reporting on progress 

The Investigating Officer’s first point of contact shall be the Monitoring Officer / Chief 

Internal Auditor or his/her nominee. They will periodically update the Fraud Response 

Panel, including on: 

 The circumstances surrounding the case 

 Progress with the investigation 

 An estimate of resources and actions required to conclude the investigation and 

issues arising that might be impeding the investigation 

 Quantification of losses 

 Recovery action 

 Disciplinary action 

 Criminal investigation and action 

 Weaknesses identified and actions recommended or being taken to address them 

Having completed the investigation, the Investigating Officer will agree a report with the 

Lead Officer (e.g. Monitoring Officer/Chief Internal Auditor) to submit to the Response 

Group to agree and sign off. 

Media liaison and internal communication 

The Head of Paid Service will decide on an approach to media engagement and internal 

communications during and after the investigation following advice from the Monitoring 

Officer and Response Panel. 
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Actions from the fraud investigation 

The Response Panel will decide what, if any, action should be taken as a result of the 

investigation; both relating directly to the matter being investigated and, more generally, to 

prevent and detect similar incidents. The Investigating Officer’s report will inform the 

Group’s decisions. But where it is practicable and sensible, some or all actions may be 

progressed before the report is finalised. Likely areas for action include the following: 

Feeding back to the person raising the initial concern 

The Response Group will decide how and what stage to provide, in confidence, feedback 

to the person(s) who raised the initial concerns. 

Disciplinary Action 

Fraud is gross misconduct under the council’s disciplinary policy and may lead to 

dismissal. The relevant Director/Head of Service will oversee the process, working with HR 

and the individual’s line manager. Guidance must be sought from the Response Group 

before disciplinary action is initiated. Disciplinary action must follow the set procedure. 

Where there is an on-going police investigation, it may still be appropriate for the council to 

proceed with disciplinary action. Prior to commencing any action, advice will be sought 

from the police to ensure any criminal investigation will not be compromised. The Council’s 

interest must be taken into account in these circumstances and the Response Group will 

take a decision as to whether to instigate internal disciplinary proceedings in parallel with 

any police investigation. 

Professional disbarring 

The council will inform the individual’s professional regulatory body if there is a proven 

case of fraud. Once again, care should be taken to ensure such a referral does not impact 

on any criminal investigations. Referrals will be made by the relevant Director/Head of 

Service. 
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Civil Recovery 

Recovering losses is a major objective of any fraud investigation. Where the loss is 

substantial, legal advice will be obtained about the need to freeze, and feasibility of 

freezing, through the courts, the subject’s assets, pending conclusion of the investigation. 

Legal advice will also be obtained about the prospects of recovering losses through the 

civil court, where the subject refuses repayment. The council will normally seek to recover 

its costs in addition to any losses as a result of the fraud; it will balance the need to take 

action as a deterrent with achieving value for money for the taxpayer. Legal advice should 

be sought on the appropriate action on a case-by-case basis. 

Strengthening systems and learning lessons 

Where the investigation identified vulnerabilities in a particular system or process, or a lack 

of safeguards, the relevant Director/Head of Service will draw up an action plan to address 

the vulnerabilities. He/she will report back to the Chief Internal Auditor on progress in 

implementing the actions. Where there are vulnerabilities that cut across council systems, 

the relevant Head of Service will lead the action planning. He/she will also ensure any 

wider lessons are learned and acted on. 

The Monitoring Officer and Chief Internal Auditor will see that this Response Plan is 

updated as necessary based on learning from how the case was handled. It will be 

reviewed periodically alongside the Strategy for the Prevention & Detection of Fraud, 

Corruption & Bribery Strategy. 

Reporting to Governance & Audit Committee  

Incidents of fraud will be reported to the subsequent meeting of the Governance & Audit 

committee. Where the case is serious and ongoing, updates will be provided at 

subsequent meetings. 

The most serious cases of fraud will be reported to the Leader by the Head of Paid Service 

as soon as the facts are established. The Chair of the Governance & Audit Committee will 

also be informed. Periodic updates will follow as appropriate. 

Page 122



 

 

13 

Fraud and Corruption Response Plan  

Dealing with complaints about the investigation 

Any complaints by staff will be dealt with under the council’s grievance policy as 

appropriate. Complaints from outside parties will be dealt with under the council’s 

complaints process. 
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Report to Governance & Audit Committee 

Date of meeting 28 July 2021 

Lead Member / Officer Cllr Julian Thompson Hill / Lisa Lovegrove – Chief Internal 

Auditor 

Report author Lisa Lovegrove – Chief Internal Auditor 

Title Internal Audit Update 

1. What is the report about? 

This report provides an update for Governance & Audit Committee on Internal 

Audit’s latest progress in terms of its service delivery, assurance provision, 

reviews completed, performance and effectiveness in driving improvement.  

2. What is the reason for making this report? 

To provide information on the work carried out by Internal Audit since the last 

Committee meeting. It allows the Committee to monitor Internal Audit’s 

performance and progress as well as providing summaries of Internal Audit reports 

so that the Committee can receive assurance on other council services and 

corporate areas. This enables the committee to discharge its responsibilities as 

per its Term of Reference. Delivery of the audit plan will assist the committee with 

obtaining assurance that the Annual Governance Statement appropriately reflects 

the conditions of the Council. 

3. What are the Recommendations? 

That the Committee considers the report content, assesses Internal Audit’s 

progress and performance. 
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That the Committee decides whether in needs further assurance on any of the 

audited areas to follow up progress with implementing the improvement action 

plans. 

4. Report details 

Appendix 1 provides an update on internal audit work carried out since the last 

update report to the committee in April 2021. Since the last Governance & Audit 

Committee update report five audits have been completed, none of which were 

given a low assurance rating. Two follow up reviews of previous low assurance 

audit were also completed which are included as separate agenda items. 

5. How does the decision contribute to the Corporate 

Priorities? 

There is no decision required with this report. There is no direct contribution to 

Corporate Priorities, but some projects in the audit plan will review Corporate 

Priority areas and will provide assurance on their delivery. 

6. What will it cost and how will it affect other 

services? 

Not applicable – there is no decision or costs attached to the report. 

7. What are the main conclusions of the Well-being Impact 

Assessment?  

Not applicable – this report does not require a decision or proposal for change. 

8. What consultations have been carried out with Scrutiny 

and others? 

Not required. 

9. Chief Finance Officer Statement 

There are no financial implications attached to this report. 
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10. What risks are there and is there anything we can do to 

reduce them? 

Should insufficient audit work be completed during the year, there is a risk that the 

Chief Internal Auditor is unable to draw on sufficient assurance to issue a complete 

annual opinion in accordance with the Public Sector Internal Audit Standards. 

Audits are prioritised to provide coverage of governance, risk management and 

internal controls and scopes for these audits will focus on key risks.  

11. Power to make the decision 

Not applicable – there is no decision required with this report. 
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Internal Audit Reports Recently Issued 

Since the last Internal Audit Update report in April 2021, Internal Audit has completed nine 

reviews and a full copy of each report has been circulated to members of the committee. 

Two follow up reviews of low assurance audits have also been completed with a 

reassessed assurance rating awarded.  

The assurance given and number of issues raised for each review is summarised below: 

Area of work Assurance 

Level 

Critical 

Issues 

Major 

Issues 

Moderate 

Issues 

Risk Management Medium  0 0 5 

ICT Capacity & Resilience Medium  0 0 4 

Accounts Payable & Payroll High  0 0 1 

Treasury Management Medium  0 0 3 

Capital Management Medium  0 0 3 

Revenues & Benefits 2020-21 High  0 0 0 

Project Management - SC2 Medium  0 1 2 

Community Living Schemes Medium  0 0 3 

Ysgol Bro Cinmeirch Medium  0 0 5 

Project Management – Queen’s 

Building follow up* 

Medium  N/a N/a N/a 

Contract Management follow up* Low  N/a N/a N/a 

* Follow Up of audits previously awarded a low assurance rating. It should be noted that the 

updated opinion is based on the assumption that systems and controls as previously identified 

during the original audit remain in operation and are being complied with in practice. The 

purpose of our follow up exercises is not to retest the operation of controls which have already 

been assessed, but to review how management has responded to the action plans following 

our initial work. The Follow Up reports for Project Management – Queen’s Buildings and 

Contract Management are available in full as part of separate agenda items. 
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Risk Management – June 2021 

Medium Assurance     Number of Risk Issues:   5 Moderate  

The purpose and scope of this review focused on the management of the key corporate 

risks from the Corporate Risk Register not covered in other assurance reviews. The review 

considered the effectiveness and performance measurement of controls and procedures 

for monitoring and reporting. Seven of the corporate risks were reviewed, relating to: 

safeguarding; economic and financial environment; serious event e.g. weather or public 

health event; Senior Leadership capacity; fraud and corruption; partners; and Ash Die 

Back.  

The review found that, overall, there are appropriate mechanisms and procedures in place 

to identify and evaluate the key corporate risks. Ongoing progress has been made to 

implement and embed the concept of risk appetite within the Council. Risk owners 

demonstrated strong risk awareness and understanding of the impact of risk crystallisation 

on both the Council and the public. Five risk issues were raised with actions agreed to: 

 Further improve identification and prioritisation of controls as mitigations. 

 Clarify how risk managers measure the performance and efficacy of controls. 

 Provide more frequent and targeted scrutiny of higher severity risks, particularly 

where the residual risks is above the corporate risk appetite. 

 Consider the role and function of the Corporate Safeguarding Panel as risk 

mitigation in relation to corporate safeguarding. 

 Consider the role and function of strategic partnerships in order to measure and 

monitor how they serve as risk mitigation. 

The review concludes that demonstrable progress has been made in implementing the 

Council’s risk management framework with the appropriate inclusion of high impact risks in 

the corporate risk register. Further enhancements are required in the identification, 

evaluation and measurement of key risk controls to provide assurance that the Council is 

managing its strategic risks effectively. 
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ICT Capacity & Resilience – July 2021 

Moderate Assurance     Number of Risk Issues:  4 Moderate  

The purpose of the review was to assess how well the existing ICT resource supported 

service delivery and whether it is sustainable. The scope focused on: IT Disaster Recovery 

Plans and Business Continuity Plans and testing, fall-back arrangements, monitoring and 

management of network bandwidth capacity, staff capacity including workforce planning 

specific to ICT.  

Our review confirmed that key ICT governance documents are in place; such as the Digital 

Strategy, Information Security Policy, Service Business Continuity Plan (BIM) and Disaster 

Recovery Management plan, and key officers had good knowledge of them. The Disaster 

Recovery Management plan and Information Security Policy are currently being reviewed. 

The review of the disaster recovery plan was delayed due to the pandemic.  

The number of remote access to the Council’s network has nearly quadrupled since the 

pandemic and first national lockdown in March 2020. Despite having mechanisms in place 

for monitoring the capacity of network bandwidth usage, the current process does not 

allow monitoring of busy periods.  

The ICT function works closely with services to upgrade and improve systems to 

strengthen overall capacity and resilience. 

The council has two server rooms that act as fall-back for each other providing resilience. 

Arrangements are in place with a supplier to provide a transportable hardware unit to 

restore systems if servers are inaccessible during a disaster; however, testing of the 

effectiveness of the arrangements has not been performed in recent years. 

The ICT service has experienced difficulties in recruiting and retaining staff, largely due to 

certain roles being more specialist and other organisations paying more competitive 

salaries. Efforts have been made to address some of these issues, such as: in-house 

promotions and the introduction of learning agreements for staff who undertake work-

based courses. However, no formal workforce planning exercise has been performed for 

the service in recent years. Four risk issues were raised with actions agreed as follows: 
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- Timetable developed to prompt review of key ICT policies and plans. 

- Work with external partners to improve bandwidth monitoring reporting 

mechanisms. 

- Test external disaster recovery solution. 

- HR to lead workforce planning exercises across all services including ICT. 

Accounts Payable & Payroll – July 2021 

High Assurance     Number of Risk Issues:  1 Moderate  

Purpose of this review was to review the processes and controls used by both Payroll and 

Accounts Payable. The review considered the impact of Covid-19 on the control 

environment, including any changes to existing procedures and resource implications. 

Included within the scope of this financial services audit was the use of Purchasing Cards 

and emergency CHAPS payments.  

The review found that there were effective controls and procedures in place across both 

Payroll and Accounts Payable (AP). These had been updated and enhanced to withstand 

the challenges presented by the Covid-19 pandemic. 

AP has experienced a sharp increase in the volume of new creditors and grant payments 

as a result of Covid-19, data analysis testing (using Active Data for Excel) found that 

controls are largely effective. In the instances where duplicate payments or errors have 

occurred, the monitoring and reclaiming process has worked well. The extensive 

documentation of procedures and provision for staff absence reduces key officer and 

business continuity risk. 

Sample testing was conducted on emergency CHAPS payments. Recording of the 

rationale for, and payment approval of, emergency CHAPS payments needs to be 

consistently adopted to avoid error and duplicate creditor payments being made. 

Controls and procedures over the use of purchasing cards, such as two stage 

authorisation and submission of supporting receipts, remain broadly effective. Sample 

testing found the increased use of PayPal and eBay by cardholders. There is currently no 

specific policy for online purchases where card details are stored online. While purchasing 
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cards do not fall within the strict remit of Accounts Payable, we have included an issue for 

management to address as part of this financial services review. 

Payroll processes have become more electronic since March 2020 with internal policies 

reviewed to ensure they reflect any changes. As a result, Payroll was well placed to 

respond to changes to working practices as a result of Covid-19. 

Treasury Management – May 2021 

Medium Assurance     Number of Risk Issues:  3 Moderate  

There is robust governance oversight and challenge of the Treasury Management (TM) 

strategy provided by the Governance and Audit Committee. Performance against the 

Prudential Indicators (PIs) is monitored biannually in compliance with the 2017 CIPFA 

Prudential Code. The Treasury Management Policy Statement has also been updated to 

incorporate the prescribed text set out in the CIPFA TM Code. 

Whilst primary risks such as interest rate and credit rate risk are being monitored, the TM 

risk register has not been updated since 2019 and does not accurately identify current and 

emerging risks. Operational risks such as key officer risk have been identified; however, 

associated controls have not been fully implemented. 

There are good controls designed to ensure the separation of TM duties, appropriate 

authority levels and compliance with borrowing and investment limits. 

Our review acknowledges the additional demands Covid-19 has placed on the finance 

team. The pandemic has impacted the Council’s cash flow position to varying degrees 

over the last twelve months and has increased pressure in making short term loans and 

emergency payments. In light of this, consistency and transparency in recording TM 

decisions is vital. It would be beneficial to consider ways of improving the recording of TM 

decisions to ensure consistency and transparency and to provide a robust audit trail. 

Overall, the review found effective controls have been identified by the finance team and 

good examples of working practices including the separation of duties, rota system and 

TM approvers’ checklist. Only minor weaknesses were identified. 
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Capital Management – May 2021 

Medium Assurance     Number of Risk Issues:  3 Moderate  

Overall, the review identified there were effective controls in place and good examples of 

working practices and only minor weaknesses were identified.  

There are clear high level capital management rules set out in the Financial Regulations in 

the Constitution with guidance in the annual Capital Strategy Report. As a standalone 

strategic overview it would be beneficial to cross refer to the Medium Term Financial Plan 

(MTFP) and the Council’s corporate priorities as set out in the Corporate Plan. Due to the 

pressures of Covid-19 a Medium Term Financial Strategy was not completed in 2020 but 

was in the process of being developed. 

Governance oversight is achieved through monthly finance reports to cabinet which 

include capital investment recommendations from the main capital working group, the 

Strategic Investment Group (SIG). 

The Asset Management Group and Strategic Investment Group act as control 

mechanisms for the effective use of the council’s assets and scrutiny of capital expenditure 

respectively. The Terms of Reference for both groups require review. 

Capital investment decisions generally comply with approved governance processes. 

Improvement areas consisted of the following: 

- Documenting capital management procedures to cover the end to end process 

- Strengthen arrangements around the finance asset register to ensure secure and 

accurate recording of the council’s assets. 

- Review and update terms of reference for the Asset Management Group and 

Strategic Investment Group. 

Revenues & Benefits – May 2021 

High Assurance     Number of Risk Issues:  0 
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Governance arrangements over the Civica partnership were unaffected by the Covid-19 

pandemic and continue to operate well as, for example, both the Strategic and Operational 

boards met regularly. The partnership risk register has been updated to include Covid-19 

risks. 

Operationally, performance has been clearly impacted across the service because of the 

Covid-19 pandemic with seven of the eleven Key Performance Indicators (KPIs) being 

rated as ‘amber’ or ‘red’ at the conclusion of our review. Performance is unlikely to recover 

by the financial year end in some areas, due to the extenuating circumstances, and this is 

regularly monitored at Operational Board meetings. 

The Department for Works and Pensions (DWP) provided initial delivery guidance at the 

start of the first lockdown and Benefits staff developed processes around this, particularly 

where the claimant was unable to provide supporting evidence. No further advice has 

been provided since, so we have suggested that the small number of cases this affected 

be reviewed to ascertain if evidence has now been received. Testing of a sample of 

discretionary housing payments (DHPs) was overall positive with a completed application 

form and evidence provided in support of their DHP eligibility; and applications being 

appropriately approved.  

The implementation of the Free School Meals (FSM) payments process during the first 

Covid-19 lockdown required adaptability in redesigning application forms to capture bank 

details, and devising a process to make payment as the current system was not designed 

for this purpose. Civica staff carried out data validation checks prior to making payment, 

and we were also involved in analysing data to prevent erroneous payments. During this 

review, our sample testing was overall positive, e.g. a FSM application form and 

supporting evidence was held to verify eligibility. 

Administering the significant number of Covid-19 business grant applications has clearly 

impacted the Business Rates function with staff working overtime to meet tight timescales. 

As well as the data validation checks carried out by Civica staff prior to payment, we have 

performed data analysis of applications from the first lockdown to assist with preventing 

duplicate payments. Out of 6,887 payments reviewed, only three duplicates were detected 

by us and a further three by Civica. 
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Within Sundry Debtors, staff have assisted other areas where there has been significant 

demand, such as processing hardship forms for businesses that are struggling. The 

number of invoices and credit notes raised has been substantially reduced as payments 

were suspended in key areas, e.g. garden waste, commercial rents, leisure, etc. 

Some Council Tax staff also provided support in other areas, such as benefits and 

business rates, during the pandemic. Our sample testing for accounts where recovery is 

on hold was overall positive. 

Write offs of debts for benefit overpayments, business rates, council tax and sundry 

debtors have been minimal because of capacity, but also because the process requires 

physical signatures, which logistically is difficult as staff and elected members continue to 

work from home. The Head of Finance & Property explained that this is under review and 

an alternative solution is being pursued 

The Revenues and Benefits service has had to be adaptable in developing new processes 

quickly and undertaking new activities as a result of Covid-19, but controls and key risks 

have been managed effectively. 

Project Management of SC2 – July 2021 

Medium Assurance     Number of Risk Issues:  1 Major  2 Moderate  

This review forms part of our review of Programme and Project Management with two 

other reviews i.e. Rhyl Regeneration Programme and Queen’s Buildings Project 

Management reported to the committee previously. The scope covered: roles and 

responsibilities and governance arrangements, finance and grant funding, project delivery 

and risk management.  

SC2 was a large and ambitious regeneration project for the council. The project has been 

recorded as closed on the project management system (Verto). There is evidence that it 

followed corporate project management guidance for a large project; comprising a 

designated project manager, project executive and a separate project board. Effective 

scrutiny was provided by the project board, which met regularly and was well attended. 

The original business case is very detailed, particularly in terms of the financial analysis, 

and there was extensive scrutiny of its content, both internally and externally. A small 
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number of key elements expected of a business case were not included, e.g. project risk 

assessment and the revised business case for TAG Active did not include an options 

appraisal similar to that outlined in the original business case. 

Full Council approved the original business case due to the significant risks involved and 

financial commitment required. The Strategic Investment Group (SIG) also approved it and 

the TAG Active revised business case. The Corporate Executive Team (CET) discussed 

the revised charging structure within the third revised business case. While the relevant 

lead member was involved, further consultation was not carried out with members 

considering this was a significant change to that contained in the original business case. 

The actual income level for 2019/20 was lower than forecasted in the business case. 

Income levels have since been significantly impacted by the Covid-19 pandemic. SC2 was 

conceived as a regeneration investment for Rhyl and by approving the original business 

case, elected members were made aware of the financial risks involved by undertaking the 

project.  

We had difficulties in obtaining financial information during our review; due to the Covid-19 

pandemic as staff had other work priorities, and key staff leaving the council. Therefore, 

we have not been able to complete analysis work in this area. We were able to confirm 

that detailed financial analysis and monitoring was carried out at key stages of the project 

and, at the time of our review, a funding shortfall of £133,000 was reported, to be covered 

by additional prudential borrowing. 

There were instances where Contract Procedure Rules (CPRs) have not been adhered to 

with the procurement of an ICT contract for SC2 and another involving a financial payment 

arrangement with a contractor. 

Most key project management information is accessible and up-to-date with a milestone 

log maintained to reflect any delays, and regular highlight reports prepared. However, a 

project closure report has yet to be completed to capture details such as good practice, 

lessons learnt and benefit realisation plan for any benefits that have yet to be realised. 

While one major risk issue is raised (relating to non-compliance with CPRs) and continuing 

financial commitment for SC2, overall, for such a large and ambitious project, there was 

generally a suitable system of governance, risk management and control.  
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Community Living Schemes – May 2021 

Medium Assurance     Number of Risk Issues:  3 Moderate  

There are examples of good mechanisms and processes in place for the monitoring of the 

clients’ information. There are a number of officers involved in the community living 

scheme process to ensure clients’ needs are met in line with the Mental Health Capacity 

Act 2005. However, there is no documented procedures for the processes completed to 

allow for business continuity and consistency. 

There are 43 AHSC (Additional Housing Services Charge) accounts for properties where 

clients who in receipt of housing benefits contribute funds for the management costs of 

properties where they reside, mostly relating to the communal areas. The controls appear 

to be satisfactory to ensure accounts are being used for the intended purposes. Monitoring 

of balances are performed and reimbursement are paid to clients’ individual accounts 

annually to reduce excessive balances. However, despite efforts to reduce balances by 

reviewing the AHSC Calculator, reimbursing those who have incurred costs and 

purchasing items required for the properties, several properties continue to have excessive 

balances.  

There is a coordinated approach to ensure clients’ safety and needs are monitored; which 

involve the Receivership team, appropriate care providers, Client Support Officers and 

other services who provide support as required. The needs of clients are reviewed and 

recorded in care plans, provider team meeting minutes and annual property reviews. The 

Coronavirus Act 2020 provides modifications to the Social Services and Wellbeing (Wales) 

Act 2014 to ensure the best possible care for the most vulnerable in our society during this 

exceptional time. This has resulted in the service recording the clients’ needs in other 

formats such as case notes and risk assessments. 

Annual financial assessments are performed by the Financial Assessment Office Team; 

financial calculations are reviewed by the Receivership team and officers within Central 

Finance. Annual reports are produced and sent to the Office of Public Guardian (OPG) for 

clients that the receivership team are deputy officers for. However, there are weaknesses 

in the reconciliation process with no independent checks included in financial processes. 

At the properties, individual financial ledgers are maintained by appointed care providers. 
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Confirmation from a sample of care provider house managers confirmed regular 

reconciliations were performed to protect clients’ funds; however, we were unable to verify 

this due to restrictions in place due to Covid-19.  

We reviewed care provider agreements, which identified that a number of the agreements 

had been extended to March 2022 to allow the contracts and procurement officers to 

perform a thorough review of the agreements in place. This has been extended to March 

2023 due to staff pressures as a result of the pandemic and staff absences. 

Ysgol Bro Cinmeirch – June 2021 

Medium Assurance     Number of Risk Issues:  5 Moderate  

Our review of Ysgol Bro Cinmeirch identified satisfactory governance arrangements are in 

place for the governing body; with an effective mechanism for record keeping. Statutory 

committees are in place with up-to-date terms of reference, the exception to this is the 

Health and Safety Committee. Governors are required to complete mandatory training 

within 12 months of being appointed; however, not all governors at the school have 

completed this. 

Key policies are available to view on the school’s website with an agreed timetable in 

place for reviewing them to ensure they are up-to-date; however, not all the statutory 

policies have been reviewed and adopted by the governing body. 

There are effective arrangements in place for the monitoring of the School Development 

Plan (SDP) and annual PLASC returns. Financial controls are robust where funds are paid 

through ParentPay (cashless school payment system), and there is an appropriate 

separation of duty in place for financial transactions. School fund certificates are audited 

annually and are up to date. 

All governors have completed annual declaration of interest forms for their role. 

There are good controls in place for site security with CCTV cameras installed, regular fire 

drills performed, and all visitors are required to sign in when visiting the school.  Fire safety 

and health and safety assessments are also in place. 

Five moderate risk issues were raised with agreed actions as follows: 
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- Training will be organised for all governors that have yet to complete the governor 

induction training module.  

- Policy review timetable to enable monitoring of policies. 

- School secretary to complete a ‘how to’ document to cover all aspects of school 

secretary and governor clerk key tasks and process to support business continuity. 

- Complete an asset register for the school. 

- School staff to complete a declaration of interest form. 

Project Management: Queen’s Building Follow Up – June 2021 

Medium Assurance     Actions fully implemented  8    

     Actions outstanding    4 

Our original review of Project Management: Queen’s Buildings was completed in January 

2021 giving a low assurance rating.  

Our review found that progress has been made in a number of areas since our last review 

with eight of the twelve actions being fully implemented. Outstanding actions were mostly 

delayed due to the project management system undergoing a tendering process: 

- Project Management Guidelines have been updated but await outcome of 

project management system procurement process before finalising, 

- The review of the Stage Review Group process will conclude once the new 

Project Management system is up and running to ensure roles and 

responsibilities are clear. 

- Verto (Project Management system) access levels to be regularly reviewed. 

- The Project Board is developing a mechanism so that project benefits can be 

effectively measured. 

An updated opinion of medium assurance is given based on the assumption that systems 

and controls as previously identified during the original audit remain in operation and are 

being complied with in practice. The purpose of our follow up exercise focused on 

reviewing how management has responded to the action plans following our initial work. 
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Contract Management Follow Up – July 2021 

Low Assurance     Actions fully implemented  4     

    Actions outstanding    7    

    Actions not yet due   3 

Our original review of Contract Management was completed in January 2020 giving a low 

assurance. In July 2020, Corporate Governance and Audit Committee identified that the 

original action plan contained actions which were no longer feasible given the suspension 

of Corporate Support Services Review at the height of the Covid-19 pandemic. A revised 

action plan was agreed at Corporate Governance and Audit Committee in January 2021 to 

provide assurance that suitable actions had been devised to address the issues identified 

in the original report. This first follow up review is to establish progress made in addressing 

those issues. 

Limited progress has been made in addressing the actions as set out in the revised action 

plan agreed in January 2021. The full implementation of a number of the actions is 

dependent on the approval by SLT of the Contract Management Framework. The draft 

framework is schedule for SLT in July 2021. Ongoing resource pressures have also 

restricted the ability to provide appropriate contract management oversight, training and 

guidance.  

Based on the extent of progress made in implementing the agreed actions we are 

providing an updated opinion of low assurance. This is based on the assumption that 

systems and controls as previously identified during the original audit remain in operation 

and are being complied with in practice. The purpose of our follow up exercise focused on 

reviewing how management has responded to the agreed action plan.  
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Internal Audit Update – July 2021  

Progress in Delivering the Internal Audit Assurance  

The table below provides an update on progress against the Audit Plan for 2021/22.  

The internal audit structure continues to carry a vacant Senior Auditor post. We have 

extended the temporary contract for the Senior Auditor for another 12 months (to 31 

December 2022) to cover the secondment (initially a redeployment) of the Senior Auditor 

to the Test, Trace & Protect Team which has now been extended to March 2022. The 

Chief Internal Auditor is also looking at buying-in audit resource from an external provider 

if possible to cover the capacity shortfall using budget made available from the vacant 

position. This is due to difficulties in recruiting Senior Auditors for what would be a short-

term period. 

Audits due to commence shortly include: 

 Cefndy Healthcare 

 Housing Rent Arrears 

 Housing Maintenance 
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Internal Audit Update – July 2021  

Area of work Current 
status 

Assurance 
level 

Critical 
issues 

Major 
issues 

Moderate 
issues 

Comment 

AONB Grant 2020/21 Complete High  0 0 0 Annual 
accounts audit 

Deprivation of Liberty 
Safeguards 

Not yet 
started 

- - - - 2021-22. 
Awaiting 
revised Welsh 
Government 
guidance 

Pupil Improvement Grant Not yet 
started 

- - - - Annual grant 
certification 

Accounting Systems 
including Budgetary 
Control 

Fieldwork - - - - Carried 
forward from 
2020-21 

Recruitment & Retention Complete High  0 0 2  

School Audit: Ysgol Bro 
Cinmeirch 

Complete Medium  0 0 5  

Housing Support Grant 
2020-21 

Fieldwork - - - - Nearing 
completion 

Project Management: 
SC2 

Complete Medium   1 2  

Rhuddlan Town Council 
2020-21 

Complete N/a    External fee 
earning work 

National Fraud Initiative Ongoing N/a N/a N/a N/a 2020-21 
exercise 

Revenues & Benefits 
2020/21 

Complete High  0 0 0  

Capital Management Complete Medium  0 0 3  

Treasury Management Complete Medium  0 0 3  

Financial Services 
2020/21: 

- Accounts 
Payable 

- Payroll 

Complete High  0 0 1 Review 
included 

Purchasing 
Cards and 
Emergency 

CHAPS 
payments 

Community Living 
Schemes 

Complete Medium  0 0 3  

Data Protection & 
Freedom of Information 

Complete Medium  0 0 3  

Governance & Contract 
Arrangements with 
Denbighshire Leisure 
Limited 

Draft 
Report 

-     
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Internal Audit Update – July 2021  

Area of work Current 
status 

Assurance 
level 

Critical 
issues 

Major 
issues 

Moderate 
issues 

Comment 

ICT Capacity & 
Resilience 

Complete Medium  0 0 4  

Risk Management Complete High  0 0 5  

Governance – Decision 
Making 

Fieldwork - - - -  

Procurement – 
Exemptions & 
Exceptions 

Fieldwork - - - -  

Housing Rent Arrears Scoping - - - -  

Direct Payments for 
Children 1st follow up 

Complete Medium  - - -  

Project Management: 
Queen’s Building 1st 
follow up 

Complete Medium  - - -  

Contract Management 1st 
Follow Up 

Complete Low  - - -  

Support Budgets & 
Direct Payments: Adults 
1st Follow Up 

Complete Medium  - - -  

General Fraud Enquiries Ongoing N/a N/a N/a N/a  

Whistleblowing 
Investigation 

Fieldwork N/a N/a N/a N/a  

Follow up audits Ongoing N/a N/a N/a N/a  

School fund audits Ongoing N/a N/a N/a N/a  

Corporate Governance 
Framework 

Ongoing N/a N/a N/a N/a  

Corporate Working 
Groups 

Ongoing N/a N/a N/a N/a  

Consultancy & Corporate 
Areas 

Ongoing N/a N/a N/a N/a  

Team Meetings /1:1s Ongoing N/a N/a N/a N/a  

Management Ongoing N/a N/a N/a N/a  

Training & Development Ongoing N/a N/a N/a N/a  

 

The audit of Wellbeing Impact Assessments may no longer be required in 2021/22 as this 

area will shortly be reviewed by Audit Wales as part of its national studies programme.   
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Internal Audit Update – July 2021  

Progress with Counter Fraud Work 

Counter fraud work carried out since the last internal audit update includes: 

1. Providing advice on counter fraud to officers on request. This has included the 

emergency Covid-19 related grants for businesses. 

2. National Fraud Initiative (NFI) update - Data matches for the 2020-21 exercises 

have been released. Training and awareness raising with services to enable review 

and investigation. Internal Audit has reviewed the recently released Covid-19 

related business rates grants data matches to ascertain which matches may require 

further investigation. 

3. Education Support continue to prompt schools to maintain up-to-date school fund 

certificates. Internal Audit provided guidance and direction to Governors Board on 

17 June 2021 with schools Chairs of Governors in attendance. 

4. The Strategy for the Prevention and Detection of Fraud, Corruption and Bribery and 

Fraud Response Plan was endorsed by the Senior Leadership Team. They are 

included as a separate agenda item for Governance & Audit Committee to comment 

and recommend for Cabinet to approve. 

5. Alerts from the National Anti-Fraud Network (NAFN) relating to Business Rates 

Grants and potential Mandate Fraud reviewed with the relevant service and 

response taken accordingly. 

6. Responding to Whistleblowing concerns which involve allegations of potential fraud. 

Referrals 2021/22 

While it is not Internal Audit’s role to identify or investigate fraud, Internal Audit keeps 

abreast of potential fraud from a view of ensuring that any governance, risk management 

or control weaknesses are addressed.  

Three allegations relating to potential fraud have been referred to Internal Audit during the 

financial year 2021/22: all three are currently under investigation.  

Whistleblowing concerns are reported separately to Committee as part of the Annual 

Whistleblowing Report but are included in the above figures should there be an element 

relating to potential for fraud.   
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Internal Audit Update – July 2021  

Internal Audit Performance Standards 

The table below shows Internal Audit’s performance to date for 2021/22.  

Performance Measure Target Current 
Performance 

Send a scoping document before the start of 
every audit 

100% 100% 

Issue draft report within 10 days of the closing 
meeting 

Average days less 
than 10 

2 days 

Issue final report within 5 days after agreeing 
the draft report and action plan 

Average days less 
than 5 

1 day 

Percentage of audit agreed actions that have 
been implemented by services 

75% 42% 

The audit agreed actions that have been implemented figure is always lower than the 

target at the start of the financial year and expect to improve over the course of the year. 

Covid-19 is also still affecting progress with some services areas placed under additional 

demands in terms of ongoing response to the pandemic.  

Internal Audit are prioritising the completion of assurance work and continue to follow up 

previous reviews awarded a low assurance to ensure that necessary improvements are 

being made. While many actions are taking longer to resolve than originally envisaged by 

services, we are satisfied that progress is still being made to implement the requisite 

change. 
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Internal Audit Update – July 2021  

Appendix 1 – Assurance Level Definition 

Assurance Level Definition Management Intervention 

High Assurance  Risks and controls well 

managed and objectives 

being achieved 

Minimal action required, easily 

addressed by line management 

Medium Assurance  Minor weaknesses in 

management of risks and/or 

controls but no risk to 

achievement of objectives. 

Management action required 

and containable at service level. 

Senior management and SLT 

may need to be kept informed. 

Low Assurance  Significant weaknesses in 

management of risks and/or 

controls that put achievement 

of objectives at risk. 

Management action required 

with intervention by SLT. 

No Assurance  Fundamental weaknesses in 

management of risks and/or 

controls that will lead to 

failure to achieve objectives. 

Significant action required in a 

number of areas. Required 

immediate attention from SLT. 

 

Risk Issue Category Definition 

Critical  Significant issues to be brought to the attention of SLT, Cabinet 

Lead Members and Governance and Audit Committee. 

Major  Corporate, strategic and/or cross-service issues potentially 

requiring wider discussion at SLT. 

Moderate  Operational issues that are containable at service level. 
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Report to Governance & Audit Committee  

Date of meeting 28 July 2021 

Lead Member / Officer Cllr Julian Thompson-Hill / Lisa Lovegrove – Chief Internal 

Auditor 

Report author Lisa Lovegrove – Chief Internal Auditor 

Title Internal Audit Follow Up – Project Management of Queen’s 

Building  

1. What is the report about? 

1.1. This report provides an update on progress in implementing the action plan that 

accompanied the Internal Audit report on the Project Management of Queen’s 

Building dated January 2021 which was presented to this committee in January 

2021. 

2. What is the reason for making this report? 

Sub-heading (delete as needed) 

2.1. This report is to provide information on how the council is implementing 

improvements with the Project Management of Queen’s Building as per the 

agreed action plan since the issue of the Internal Audit report. The report gave 

a low assurance, so Governance & Audit Committee requested a progress 

report. This is the first progress report. 

3. What are the Recommendations? 

3.1. That the committee reviews progress with addressing the audit actions and 

decides whether it requires any further update reports on progress with the 

improvement action plan. 
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4. Report details 

4.1. Our review of the Project Management of Queen’s Building, report dated 

January 2021 gave a low assurance.  

4.2. The follow-up identified that progress has been made in a number of areas 

since our last review with eight of the twelve actions being fully implemented.  

4.3. A further follow up will be needed to establish the progress made with the 

outstanding actions which are mostly delayed due to the project management 

system undergoing a tendering process. Our second follow up review is 

scheduled for December 2021. 

4.4. Based on the results of our follow up review, we provide a medium assurance 

rating. 

5. How does the decision contribute to the Corporate 
Priorities? 

5.1. Not applicable - there is no decision required with this report. 

6. What will it cost and how will it affect other services? 

6.1. Not applicable - there is no decision required with this report. 

7. What are the main conclusions of the Well-being Impact 
Assessment? 

7.1. Not applicable - there is no decision required with this report. 

8. What consultations have been carried out with Scrutiny 
and others? 

8.1. Not applicable - there is no decision required with this report. 

9. Chief Finance Officer Statement 

9.1. Not applicable - there is no decision required with this report. 

10. What risks are there and is there anything we can do to 
reduce them? 

10.1. Not applicable - there is no decision required with this report. 
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11. Power to make the decision 

11.1. Not applicable - there is no decision required with this report 
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June 2021 2 

Internal Audit of Project Management: Queen’s Buildings 

Purpose & Background Information 

Our original review of Project Management: Queen’s Buildings was 

completed in January 2021 giving a low assurance rating.  

It should be noted that the updated opinion is based on the 

assumption that systems and controls as previously identified 

during the original audit remain in operation and are being 

complied with in practice. The purpose of our follow up exercise is 

not to retest the operation of controls which have already been 

assessed, but to review how management has responded to the 

action plans following our initial work. 

Audit Opinion 

Progress has been made in a number of areas since our last 

review with eight of the twelve actions being fully implemented. A 

further follow up will be needed to establish the progress made with 

the following outstanding actions which are mostly delayed due to 

the project management system undergoing a tendering process: 

- Updating Project Management Guidelines. 

- Reviewing the Stage Review Group process once the 

new Project Management system is up and running to 

ensure roles and responsibilities are clear. 

- Verto (Project Management system) access levels to 

be regularly reviewed. 

- The Project Board developing a mechanism so that 

project benefits can be effectively measured.  

Once addressed, these improvements should further strengthen 

the Council’s project management arrangements. 

Based on the results of the first follow up review, we are 

providing a medium assurance.  

Assurance Rating  

Audit Opinion Rating 

At Final Report Low  

At First Follow Up Medium  
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Internal Audit of Project Management: Queen’s Buildings 

Progress with Implementing Agreed Actions 

Action Risk 
Rating 

Actions Fully 
Implemented 

Actions Not 
Implemented 

Actions Not 
Yet Due 

Critical  0 0 0 

Major  4 0 0 

Moderate  4 4 0 

Ref Agreed Action Original Issue & Risk 

Rating 

Manager Responsible 

& Target Date 

Follow Up Status and Comments 

1.1 Terms of Reference to be 
reviewed and finalised by the 
Project Board. 

Lack of effective 
governance and scrutiny 
arrangements at the start 
of the project 

Moderate  

Project Manager 
01/02/2021 

Complete 

The first meeting of the new Project 
Board was held on the 14 April 2021 at 
which the Board’s Terms of Reference 
was agreed. Meetings have been 
arranged monthly for the remainder of 
2021. 

1.2 Update Project Management 
guidelines to include further 
clarification on the roles and 
responsibilities, escalation and 
internal DCC reporting and 
approvals. 

Lack of effective 
governance and scrutiny 
arrangements at the start 
of the project. 

Moderate  

Strategic Planning 
Team Manager 
31/03/2021 

In Progress – Revised Date 
31/12/2021 

The project management guidelines 
are currently being updated. 
Amendments have been carried out, 
but the Section 151 Officer and the 
Strategic Planning Team Manager will 
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Internal Audit of Project Management: Queen’s Buildings 

look at the project management 
processes to identify if they can be 
aligned with the Strategic Investment 
Group (SIG) process as part of the 
specification for a new project 
management system.  

1.3 Reaffirm roles and 
responsibilities with the Stage 
Review Group (e.g. ICT, 
Finance, Communications, 
Property and Strategic Planning) 
representatives. 

Lack of effective 
governance and scrutiny 
arrangements at the start 
of the project. 

Moderate  

Strategic Planning 
Team Manager 
31/03/2021 

In Progress – Revised Date 
31/12/2021 

A tendering process for a new project 
management system is currently being 
undertaken. This action is on hold until 
a decision is made on the future 
platform.  

1.4 Verto access levels have been 
reviewed to ensure that they are 
appropriate and up-to-date. 
These will be regularly reviewed 
in future. 

Lack of effective 
governance and scrutiny 
arrangements at the start 
of the project. 

Moderate  

Performance & 
Programme System 
Administrator 

Complete 

In Progress 

The Performance & Programme 
System Administrator has reviewed 
Verto system access levels since our 
original review, but responsibility for 
the Verto system now lies with ICT. 

There are users listed who have not 
accessed the system since 2015, ICT 
will look at deleting these going 
forwards. 

ICT will be reviewing the account 
status on a six monthly cycle to identify 
inactive accounts and action them 
appropriately.  

P
age 158



 

 

June 2021 5 

Internal Audit of Project Management: Queen’s Buildings 

Currently out to tender on the Project 
Management and Performance 
Software and will be implementing 
Single Sign On which will link to the 
Active Directory and will restrict access 
as soon as a leaver or a mover has 
been actioned. 

2.1 Linked to actions 1.2 and 1.3, 
Project Management Guidance 
and roles and responsibilities of 
the Stage Review Group will be 
reviewed and reaffirmed. 

Actual and forecasted 
project costs far exceed 
estimates. 

Major  

Strategic Planning 
Team Manager 
31/03/2021 

Closed 

Duplicated with actions 1.2 & 1.3 

2.2 A revised business case has 
been completed for Phase 1 
detailing more realistic costings; 
currently tendering for the 
demolition work, but are 
continuing to explore options for 
external funding to proceed with 
Phase 1. 

Actual and forecasted 
project costs far exceed 
estimates. 

Major  

Project Manager/ Lead 
Officer – Strategic Asset 
Management 

31/01/2021 

Complete 

A revised business case was 
submitted to Cabinet for approval in 
September 2020. It was further 
updated and submitted to Welsh 
Government in January 2021, which 
was reviewed at their Capital Panel 
and approved. 

External funding for Phase 1 has now 
been secured.  

3.1 External legal advice is being 
sought. 

Non-adherence to 
Contract Procedure 
Rules. 

Major  

Legal Services Manager 

31/01/2021 

Complete 

The external legal review has now 
concluded, and the outcome discussed 
with the relevant parties.  
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Internal Audit of Project Management: Queen’s Buildings 

3.2 A protocol will be developed to 
detail how and when Legal 
should be engaged, and will be 
agreed by the Senior 
Leadership Team (SLT). 

Non-adherence to 
Contract Procedure 
Rules. 

Major  

Legal Services Manager 

31/01/2021 

Complete  

The Legal protocol was approved by 
the Senior Leadership Team (SLT) on 
the 1 April 2021. 

4.1 The Project Board to develop a 
mechanism so that projects 
benefits can be effectively 
measured.  

Some key project 
management information 
is either not recorded or 
has not been updated. 

Moderate  

Project Manager/ Lead 
Officer – Strategic Asset 
Management 

31/03/2021 

In Progress - Revised Date 
31/08/2021 

The Project Manager and Lead Officer 
(Strategic Asset Management) are 
working with the Rhyl Regeneration 
Programme Manager on developing a 
mechanism so project benefits can 
feed into the over-arching Rhyl 
Regeneration Programme. 

4.2 The Project Manager to meet 
with the recently appointed 
communications resource for 
the Rhyl Programme Board so 
that she can include elements of 
the project within the 
programme’s communications 
plan. 

Some key project 
management information 
is either not recorded or 
has not been updated. 

Moderate  

Project Manager 

Complete 

Complete 

The Project Manager and the 
Communications Resource Officer for 
the Rhyl Programme Board regularly 
meet to update the Queen’s Buildings 
Communication Plan. 

4.3 A log of key changes to be 
captured within monthly project 
board meetings.  

Some key project 
management information 
is either not recorded or 
has not been updated. 

Moderate  

Project Manager/ Lead 
Officer – Strategic Asset 
Management 

Complete 

Complete 

A log of key changes is maintained and 
is a standing agenda item for the 
Project Board.  
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Internal Audit of Project Management: Queen’s Buildings 

4.4 The project will be reviewed to 
ensure lessons learnt are 
captured. 

Some key project 
management information 
is either not recorded or 
has not been updated. 

Moderate  

Project Manager 

18/12/2020 

Complete 

The Project Manager confirmed that 
lessons learnt are now being captured 
on the ‘Verto’ project management 
system, and incorporate those from the 
start of the project.  
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Report to Governance & Audit Committee  

Date of meeting 28 July 2021 

Lead Member / Officer Cllr Julian Thompson-Hill / Lisa Lovegrove – Chief Internal 

Auditor 

Report author Lisa Lovegrove – Chief Internal Auditor 

Title Internal Audit Follow Up of Contract Management 

1. What is the report about? 

1.1. This report provides an update on progress in implementing the action plan that 

accompanied the Internal Audit report on Contract Management. The report 

was presented to this committee in July 2020 and the committee requested a 

revised action plan to reflect key changes which was presented in January 

2021. 

2. What is the reason for making this report? 

Sub-heading (delete as needed) 

2.1. This report is to provide information on how the council is implementing 

improvements with contract management arrangements since the issue of the 

Internal Audit report and revised action plan. The report gave a low assurance, 

so Governance & Audit Committee requested a progress report. This is the first 

progress report. 

3. What are the Recommendations? 

3.1. That the committee reviews progress with addressing the audit actions and 

decides whether it requires any further update reports on progress with the 

improvement action plan. 
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4. Report details 

4.1. Our review of Contract Management, report dated January 2020, gave a low 

assurance rating. 

4.2. In July 2020, Corporate Governance and Audit Committee identified that the 

original action plan contained actions which were no longer feasible given the 

suspension of Corporate Support Services Review at the height of the Covid-19 

pandemic. A revised action plan was agreed at Corporate Governance and Audit 

Committee in January 2021 to provide assurance that suitable actions had been 

devised to address the issues identified in the original report.  

4.3. This first follow up reviewed the progress in implementing the actions as per the 

revised action plan (see full report in Appendix 1). We conclude that limited 

progress has been made in addressing the actions as set out in the revised action 

plan agreed in January 2021. The full implementation of a number of the actions is 

dependent on the approval by the Senior Leadership Team (SLT) of the Contract 

Management Framework. At the time of our review, the draft framework had not 

been to SLT for comment and endorsement and has since been scheduled to go 

on 15 July 2021. Ongoing capacity pressures and lack of dedicated contract 

management resource have also restricted the ability to provide the required 

contract management oversight, training and guidance.  

4.4.  Based on the results of our follow up review, our assurance rating remains as low. 

Internal Audit has scheduled to carry out a second follow up in November 2021 to 

review progress in completing the outstanding actions.  

5. How does the decision contribute to the Corporate 
Priorities? 

5.1. Not applicable - there is no decision required with this report. 

6. What will it cost and how will it affect other services? 

6.1. Not applicable - there is no decision required with this report. 

7. What are the main conclusions of the Well-being Impact 
Assessment? 

7.1. Not applicable - there is no decision required with this report. 
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8. What consultations have been carried out with Scrutiny 
and others? 

8.1. Not applicable - there is no decision required with this report. 

9. Chief Finance Officer Statement 

9.1. Not applicable - there is no decision required with this report. 

10. What risks are there and is there anything we can do to 
reduce them? 

10.1. Not applicable - there is no decision required with this report. 

11. Power to make the decision 

11.1. Not applicable - there is no decision required with this report 
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Issue date July 2021 1 

  

Internal Audit of Contract Management 
First Follow Up Review 
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Issue July 2021  2 

Contract Management Follow Up 

Purpose & Background Information 

Our original review of Contract Management was completed in 

January 2020 giving a low assurance rating. This was due to a 

lack of coordination and central responsibility for contract 

management and an absence of staff training and guidance. In 

addition, the review found inconsistent recording of information 

on contract management by services including performance 

monitoring and risk assessments to identify and manage major 

risks. 

In July 2020, Corporate Governance and Audit Committee 

identified that the original action plan contained actions which 

were no longer feasible given the suspension of Corporate 

Support Services Review at the height of the Covid-19 pandemic. 

A revised action plan was agreed at Corporate Governance and 

Audit Committee in January 2021 to provide assurance that 

suitable actions had been devised to address the issues 

identified in the original report. This first follow up review is to 

establish progress made in addressing those issues. 

It should be noted that the updated opinion is based on the 

assumption that systems and controls as previously identified 

during the original audit remain in operation and are being 

complied with in practice. The purpose of our follow up exercise 

is not to retest the operation of controls which have already been 

assessed, but to review how management has responded to the 

action plans following our initial work. 
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Issue July 2021  3 

Contract Management Follow Up 

Audit Opinion 

Limited progress has been made in addressing the actions as set 

out in the revised action plan agreed in January 2021. The full 

implementation of a number of the actions is dependent on the 

approval by the Senior Leadership Team (SLT) of the Contract 

Management Framework. At the time of our review, the draft 

framework had not been reported to SLT as the Head of Legal, 

HR & Democratic Services has had a number of competing 

priorities during the first half of the year most notably in 

recruitment for key roles. It is on the agenda for SLT on 15 July 

2021. Ongoing capacity pressures and lack of dedicated contract 

management resource have also restricted the ability to provide 

the required contract management oversight, training and 

guidance.  

Based on the extent of progress made in implementing the 

agreed actions we are providing a ‘low’ assurance.”  

Assurance Rating  

Audit Opinion Rating 

At Final Report Low   

At First Follow Up Low  

 

Progress with Implementing Agreed Actions 

Action Risk 
Rating 

Actions Fully 
Implemented 

Actions Not 
Implemented 

Actions Not 
Yet Due 

Critical  0 0 0 

Major  3 7 3 

Moderate  1 0 0 
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Issue July 2021  4 

Contract Management Follow Up 

 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

1.1  Report to SLT highlighting 
the weakness identified with 
contract management and 
non-compliance with CPRs 
with a view to SLT reviewing 
arrangements in their own 
services to ensure:  

 All contracts are recorded on 
the Proactis contract 
management module or 
other suitable systems (until 
a decision is taken to replace 
it); 

 Signed contracts are 
obtained for all contracts 
over £25,000 and held on 
the Proactis system (or 
suitable approved contract 
management system); 

 Contract management 
activity is recorded in the 
contract management 
module within Proactis, or 

There is a general lack of 
coordination and central 
responsibility around the 
way contract management 
is being carried out by 
services. Major Risk   

Head of Legal, HR & 
Democratic Services / 
Head of Finance & 
Property by 
28/02/2021 

Complete:  

A report was taken to SLT on 18 March 
2021.  
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Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

other method as agreed 
corporately; 

 Ensure that the delivery of 
community benefits is 
monitored; 

 Ensure appropriate 
performance indicators are 
included within contracts with 
suitable monitoring of the 
contractor’s performance; 

 Ensure that contract risks 
are considered within the 
procurement and contract 
monitoring activity. Also, that 
significant risks are captured 
on the service risk register. 

2.1 Ensure staff involved with 
managing contracts are suitably 
trained. Training will be rolled 
out across the council to all staff 
who are involved in contract 
management and delivered in 
two parts: 

Lack of training and 
guidance has been 
identified as an issue for 
staff who carry out contract 
management as part of 
their role and this has 
occasionally resulted in 

Interim Procurement 
Manager & Head of 
Legal, HR & 
Democratic Services 

Proactis 31/12/2020 
(and ongoing 
thereafter); 

In progress: Targeted training has 
been delivered on the Proactis 
Contract Management module to those 
who use the system. A user guide has 
also been circulated. Ongoing Proactis 
training is done on an ad hoc basis as 
required.  
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Issue July 2021  5 

Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

1.Proactis Contract 
Management module  

2.Contract management 
principles (to explore the use of 
e-learning). 

non-compliance with 
CPRs. 

Major Risk   

Contract Management 
principles underway by 
30/04/2021 

 

 

The Interim Procurement Manager has 
advised that more bespoke contract 
management training cannot be rolled 
out until SLT agree that the Contract 
Management Framework is the right 
approach. 

Appropriate contract management 
principles have yet to be devised due 
to time and resource constraints. 
Devising appropriate principles which 
can be easily understood and deployed 
by contract managers is ongoing. A 
quote has been sought from a training 
provider 

Revised action date 30/10/2021 

2.2 Contract Management 
framework will be produced to 
document the stages of contract 
management and include a task 
list with the minimum 
recommended activities to 
undertaken.  

Scope to develop standard 
templates at a later stage. 

Lack of training and 
guidance has been 
identified as an issue for 
staff who carry out contract 
management as part of 
their role and this has 
occasionally resulted in 
non-compliance with 
CPRs. 

Interim Procurement 
Manager & Contract 
and Performance 
Manager by 
31/03/2021 

Complete. A detailed draft contract 
management evaluation framework 
has been devised. The framework sets 
out the roles and responsibilities of the 
contract manager, Procurement team 
and Head of Service. The framework 
stipulates the actions required by the 
above and includes a detailed 
classification matrix for critical, major 
and minor contracts and minimum 
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Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

Major Risk   action required for each contract 
classification.  

2.3 Contract Managers Forum to be 
set up to share best practice. 

Interim Procurement 
Manager  & Contract 
and Performance 
Manager by 
31/10/2021 

Not yet due. Discussions to be held 
regarding appropriate resourcing 
requirements and structure. Current 
resource capacity means that this 
Forum cannot be established as yet.  

2.4 Once framework circulated and 
e-learning and training provided, 
guidance notes to be developed 
to provide staff with additional 
information around contract 
management.    

Interim Procurement 
Manager & Contract 
and Performance 
Manager by 
31/12/2021 

Not yet due. The framework has not 
yet received SLT approval and 
therefore has not been circulated 
amongst services. Discussions are 
ongoing about dedicated resource to 
ensure the delivery of additional 
guidance on contract management. 

3.1 Procurement business partners 
to run a Proactis report showing 
a list of contracts by service 
area and share with service 
management teams in order for 
the Heads of Service to ensure 
that contracts are appropriately 
uploaded.  

Scope to include contract risk 
categorisation score down the 

All new contracts over 
£25k (or renewable 
contracts under £25k) are 
now moved onto the 
Proactis contract 
management module, but 
services are still storing 
key contract management 
information elsewhere, if at 
all. 

Procurement Business 
Partners & Heads of 
Service by 31/03/2021 

In progress: Task lists are being 
shared with service management to 
highlight overdue items in relation to 
contract procurement and set up. Risk 
categorisation is not included as yet. 
Procurement Business Partners 
encourage management teams to 
upload signed contracts onto Proactis 
Contract Management, there is limited 
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Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

line once the contract 
management framework is 
launched. 

Major Risk   evidence to show that this is 
happening. 

Revised action date: 30/10/2021 

3.2 A review of the current contract 
management system (Proactis) 
to be undertaken to establish if 
the system is still fit for purpose. 
If the current system is 
considered unfit, then a 
business case will be formed to 
justify replacement. 

 Head of Legal, HR & 
Democratic Services 
by 31/12/2021 

Not yet due. A formal review has not 
taken place as yet. 

4.1 Review the commissioning form 
to include a section on KPIs to 
prompt for their inclusion in 
relevant contracts e.g. high and 
medium risk/strategic contracts. 

The level of performance 
monitoring around 
contracts is weak with staff 
not recording meetings, 
maintaining performance 
records and completing 
information around KPIs 
(key performance 
indicators). 

Major Risk   

Legal & Procurement 
Operations Manager 
by 31/03/2020 

Complete. The updated 
commissioning form includes a section 
to be completed setting out the KPIs to 
be used to monitor contractor 
performance.  
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Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

4.2 Proactis has the potential to 
send out reminders if monitoring 
is not completed/uploaded 
through creation of tasks. This 
will be included as part of the 
Proactis contract management 
training (see action 2.1). 

The level of performance 
monitoring around 
contracts is weak with staff 
not recording meetings, 
maintaining performance 
records and completing 
information around KPIs 
(key performance 
indicators). 

Major Risk   

Interim Procurement 
Manager by 
30/04/2021 

Not yet implemented. There is limited 
evidence that the tasks function on 
Proactis is being used to monitor 
contract performance. A sample of 6 
approved contracts shows that tasks 
are not being created at the outset to 
monitor performance.  

While training can be delivered on this 
it is the responsibility of the contract 
manager to ensure that it is recorded 
and monitored. 

Revised action date 30/10/2021 

5.1 Review of the contract 
management system confirms it 
has the functionality to record 
contract risks. Mandatory field to 
be added to Proactis to capture 
the information and enable 
reporting 

Significant contracts in a 
number of cases did not 
have a risk assessment so 
that major risks identified 
could be managed 
accordingly. Without this, 
major risks could 
materialise and cause 
significant impact where it 
could have been avoided. 
For those contracts that 
had been assessed, there 

Interim Procurement 
Manager by 
31/03/2021 

Not yet implemented. A mandatory 
field can be added easily, however this 
functionality is also dependent on the 
approval of the Contract Management 
Framework by SLT. 

Revised action date 30/10/2021 

P
age 175



 

 

Issue July 2021  9 

Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

is little evidence to show 
they are updated regularly. 

Major Risk   

5.2 All risks associated with 
operating a contract need to be 
recorded on a pre-contract risk 
form.  

A Contract Management 
framework will be taken to SLT 
for approval with the view for it 
to be adopted for all new 
contracts and applied by all 
services. 

Significant contracts in a 
number of cases did not 
have a risk assessment so 
that major risks identified 
could be managed 
accordingly. Without this, 
major risks could 
materialise and cause 
significant impact where it 
could have been avoided. 
For those contracts that 
had been assessed, there 
is little evidence to show 
they are updated regularly. 

Major Risk   

Head of Legal, HR & 
Democratic Services 
and SLT by 
31/03/2021 

Not yet implemented.  

The position regarding risk 
assessments for significant contracts 
remains unchanged. There is limited 
evidence that pre-contract risk forms 
are being completed.  

The draft Contract Management 
Framework, due to go to SLT on 15 
July 2021 for approval, contains 
provisions for pre-contract risk 
assessments. 

Revised action date 30/10/2021 

5.3 Contract risk scores will be 
picked up in Proactis reports 
generated for service 
management teams to review 
and Heads of Service to ensure 

Significant contracts in a 
number of cases did not 
have a risk assessment so 
that major risks identified 
could be managed 
accordingly. Without this, 

Interim Procurement 
Manager & Heads of 
Service by 31/03/2021 

Not yet implemented. Risk scoring for 
contracts has been devised in draft 
form but not yet agreed by SLT 
therefore it has yet to be picked up in 
Proactis reports to services.  

Revised action date 30/10/2021 
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Contract Management Follow Up 

Ref Agreed Action Original Issue & Risk 
Raised 

Manager 
Responsible & Target 
Date 

Follow Up Status and Comments 

that the framework is applied 
appropriately. 

major risks could 
materialise and cause 
significant impact where it 
could have been avoided. 
For those contracts that 
had been assessed, there 
is little evidence to show 
they are updated regularly. 

Major Risk   

5.4 See also action 1.1, Heads of 
Service to ensure that any 
contracts deemed as a 
significant risk to the service or 
council are captured on the 
service risk register where 
appropriate. 

n/a In Progress. There are a few 
examples of significant or strategic 
contracts being captured on service 
risk registers. The risk of poor 
performance of contracted services is 
captured in broader terms. The 
approval and subsequent circulation of 
the framework should encourage 
inclusion on both contract and service 
risk registers.  

6.1 Community Benefit Hub will 
monitor all community benefits 
centrally to coordinate and 
ensure that they are delivered. 
Links to Internal Audit review of 
Section 106 agreements 

Currently, services are not 
including community 
benefits into contracts 
worth between £25k and 
£1m. Where it has been 
included, very little 
monitoring is being carried 
out. 

Moderate Risk  

N/a 

Framework Manager - 
Legal, HR & 
Democratic Services 
by 31/03/2020 

Complete: The Community Benefit 
Hub has been established with recent 
software used to monitor community 
benefits. Contracts above the 
mandatory £1m threshold include 
community benefits.  

6.2 See also actions 1.1 N/a N/a 
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Report To:    Governance and Audit Committee 
 
Date of Meeting:  July 28th 2021   
 
Lead Member / Officer:  Cllr Hugh Evans, Leader 
     Alan Smith, Head of Business Improvement & Modernisation 
 
Report Author:   Alan Smith, Senior Information Risk Owner (SIRO) 
 
Title:     SIRO report for 2020-21 
 

 

 
 
1.  What is the report about? 
 

The report covers the period April 2020 to March 2021 and details breaches of the data 

protection act by the Council that have been subject to investigation by the Senior 

Information Risk Officer (SIRO – in DCC this is the Head of Business Improvement & 

Modernisation). It also covers complaints about the Council relating to Freedom of 

Information legislation that have been referred to the Office of the Information 

Commissioner (ICO), and provides some information about the Access to Information/FOI 

requests made to the Council. This year, for the first time, the report includes information 

about Denbighshire’s schools. 

 
2.  What is the reason for making this report? 
 

The Council’s Data Protection Policy requires an annual report on progress to the Corporate 

Governance Committee to allow Member oversight of the process. 

 
3.  What are the Recommendations? 
 

3.1. That the contents of the report are noted by the Committee. 

 
4. Report details 
 
Alongside the Data Protection Officer, the Senior Information Risk Owner (SIRO) has an 

explicit responsibility to ensure that information held by the Council is managed safely, 

effectively and in accordance with the legislation. The systems designed to ensure that 

these roles are carried out successfully depend on transparency and openness, so it is 

especially important that Members have oversight of the process.  
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The report this year has more information than in previous years due to the Council’s 

increased investment in the safe management of data, including: 

 Greater engagement with Schools 

 Additional dedicated officer time made available in Legal Services 

 An effective cross-council collaboration in the form of the Information Governance 

Group, chaired by the Council’s Senior Information Risk Officer 

 Awareness raising across all services through training and dedicated support 

Even despite these improvements, data breaches still occurred, and these are described 

below, along with the information of the Council’s role in managing Freedom of Information 

Requests, Environmental Information Requests and Subject Access Requests. 

4.1 Data Protection Breaches 

Between April 2020 and March 31st 2021 there were 22 data incidents involving personal 

data, an increase on last year when there were 13.  

 

Table 1: Data protection breaches notified during 2020/21 

 

Although only one of these incidents was considered reportable (to the Information 

Commissioner’s Office), it is still a significant increase. The underlying cause of these is 

essentially human error, but as SIRO I have some concerns that these instances have 

become more common because most office based staff have been working away from the 

office during the year, and they have therefore not had access to the same checking 

processes in place at their normal place of work. To counter this, new procedures for 

remote ‘checking’ are being explored, including: 

 Whether it is possible for Microsoft Outlook to stop automatically formulating external 
email addresses in the recipient section – ongoing, IT 

 Whether it is possible for a pop up to appear on Microsoft Outlook to confirm whether 
the sender wants to send the email (as it does when an email has no subject, without 
an attachment etc.) when addressed to an external recipient – ongoing, IT 

 When reports are being printed by Business Support Staff on behalf of another 
member of staff who is not in the office, this report is printed and scanned back to the 
relevant member of staff to check, prior to the report being posted – ongoing, Social 
Services 

 

Refresher training on data protection is being launched for all staff, which includes advice 

on managing data safely when working away from the office 

Other people’s information included in documentation by error      6 

Email containing personal data sent to wrong person                     10 

Documents posted and sent to wrong person                                  4 

Other                                                                                                     2 
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Regarding the incident that was reported to the Information Commissioners Office (details of 

another data subject contained in documents in error), no further action was judged 

necessary by the ICO. 

4.2 General Data Protection Regulations (GDPR) 

All planned work in this area is now complete, with the exception of some work on the 
Council’s contract register: A programme of work on the assessment and modification of the 
remaining contracts is continuing, organised on a priority basis. 

4.3 Freedom of Information (FOI), Environmental Information Regulation (EIR) and 

Subject Access (SAR) requests. 

There has been a total of 1196 requests during the 12 months to 31st March 2021. For the 

first time in recent years, FOI requests have decreased significantly. It is not clear for what 

reason, but if disruption of normal business due to the pandemic is the cause, then we can 

expect levels to increase again over the next 12 months as society starts to return to 

normal.  

EIR requests have increased this year, but a proportion of this again seems to be a 

consequence of the pandemic. Land search companies, unable to access DCC buildings to 

make the searches themselves, have submitted EIR requests instead. This accounts for 

about half the increase over last year’s figures. As this issue is resolved, it seems likely that 

the number of requests will return to more normal levels. It is worth noting though, that 

information requests in all categories appear to have become more complex during the 

period, requiring more resources to meet them. 

  FOI EIR total DP/SAR Further total 

14/15 880 127 1007 131 1138 

15/16 871 183 1054 182 1236 

16/17 955 128 1083 248 1331 

17/18 1042 85 1127 240 1367 

18/19 1175 94 1269 231 1500 

19/20 971 151 1122 139 1261 

20/21 778 280 1058 138 1196 

Table 2: Number of completed requests for 2014/15 to 2020/21 

 

There has been a drop this year in the number of requests completed within the statutory 

timescales (Table 3). This appears to be the result of information officers within Services 
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being under pressure, in large part due to the general dislocation brought about by the 

pandemic. 

 

Year 

Total 

Requests 

Received 

Number 

Within 

Deadline 

Percentage 

Within 

Deadline 

14/15 1138 1038 91% 

15/16 1236 1153 93% 

16/17 1331 1281 96% 

17/18 1367 1303 95% 

18/19 1500 1425 95% 

19/20 1261 1221 96% 

20/21 1196 1010 84% 

Table 3: Requests completed within deadline 

 
4.4 – Requests for Review  

In some cases, decisions regarding access to information were challenged by the requestor 

and an internal review was undertaken. There were 24 of these over the last 12 months, 13 

of which were all or partially upheld.  

Where issues could not be resolved directly with the requestor, or they were complex or 

sensitive cases, they were considered by the Access to Information Panel, chaired by the 

Head of Legal, HR and Democratic Services. The Panel met twice during the year, to 

consider 3 cases that could not be resolved directly.  

4.5. Information Commissioners Office 

The ICO has been involved in three cases during this period: 

 May 2020. We received an ICO letter indicating that a requester had not received an 

FOI response. This issue was resolved and the complaint withdrawn.  

 Feb 2021. We received a preliminary ICO letter regarding a FOI/DP case, but this 

case was not taken up.  

 March/April 2021 The ICO criticised our handling of data protection matters in 

connection with a requester and instructed us to make the requested information (an 

EIR) available. 

 

Page 182



4.6 Schools 

This is the first time the SIRO report has included data from schools. The Council now has a 

Deputy Data Protection Officer working exclusively with schools, and this has meant we 

have much better information on this sector. Schools are individually responsible for the way 

their data is managed and are their own data controllers, but the Council clearly has an 

interest in supporting them to achieve the highest standards in relation to data protection. 

We do this in all kinds of ways, including advice and access to our policies and procedures. 

4.7 Data Breaches in schools 

There have been 14 reported minor breaches during the period April 2020 – March 2021 

including 1 cyber incident. 

Most of these resulted from pupil information being sent via post or email to the incorrect 

parent, or emails sent disclosing parents personal email addresses to all recipients, (not 

using bcc).  

There was 1 incident of data being irretrievably lost and 1 incident of pupil personal data 

wrongly published on a school social media account. 

A cyber incident affected all 6 secondary schools between 18th and 23rd June 2020.   A 

phishing email was found to have been sent to several staff email accounts.  When the 

attachment was opened, it created a ‘rule’ which auto-forwarded all emails to an 

unauthorised @gmail account.  This breach was reported to the ICO within 72 hours as we 

were aware that at least 1 email account had been affected by this malware.  Upon 

investigation of email accounts affected, it was found that a very small amount of personal 

data was lost from one school.  The ICO was updated and no action was taken.  

 
5. How does the decision contribute to the Corporate Priorities? 

This report supports the Council’s objective to be efficient and effective, but is not 

directly linked to a corporate priority. 

 
6.  What will it cost and how will it affect other services? 
 The report is for information only 
 
7. What are the main conclusions of the Well-being Impact Assessment?  

A WBIA is not required 
 

8. What consultations have been carried out with Scrutiny and others? 
 n/a 

 
9. Chief Finance Officer Statement 

 Not required 
 
10. What risks are there and is there anything we can do to reduce them? 
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 Although this report is for information only, there would be a risk to the Council if proper 
information management and data protection systems are not maintained. Committee 
oversight is an important element of ensuring that our systems are effective. 

 
11. Power to make the Decision 
 No decision is required
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Governance and Audit Committee Forward Work Programme 
 

22 September 
2021 

 
Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Forward Work Programme Democratic Services 

    

  Reports  

 4 Social Services Budgetary Cost Pressures follow up report WAO 

 5 Parking Income  Head of Internal Audit – Lisa Lovegrove 

 6 Final Statement of Accounts Head of Finance – Steve Gadd 

 
7 

Internal Audit support budgets and direct payments – 
Follow up report 

Head of Internal Audit – Lisa Lovegrove 

 
8 

Constitution Update- Name of committee Gary Williams, Head of Legal, HR & Democratic 
Services 

24 November 
2021 

 
Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Internal Audit Update Head of Internal Audit – Lisa Lovegrove 

 4 Forward Work Programme Democratic Services 

    

  Reports  

 5 Follow up report – Cyber Resilience  Barry Eaton – Chief Digital Officer 

 6 Internal Audit – Housing Tenancy- Follow up report Head of Internal Audit – Lisa Lovegrove 

 7 Internal Audit Payment Card Industry Data Security Head of Internal Audit – Lisa Lovegrove 

   Standards – Follow up  

 8 Corporate Risk Register – Update Planning and Performance Officer – Emma Horan  

    

26 January 2022  Standing Items  
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Governance and Audit Committee Forward Work Programme 
 

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Forward Work Programme Democratic Services 

  Reports  

    

16 March 2022  Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Internal Audit Update Head of Internal Audit – Lisa Lovegrove 

 4 Forward Work Programme Democratic Services 

  Reports  

    

27 April 2022  Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Forward Work Programme Democratic Services 

  Reports  

    

8 June 2022  Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Internal Audit Update Head of Internal Audit – Lisa Lovegrove 

 4 Forward Work Programme Democratic Services 

  Reports  

    

27 July 2022  Standing Items  
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Governance and Audit Committee Forward Work Programme 
 

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Forward Work Programme Democratic Services 

  Reports  

    

21 September 
2022 

 
Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Internal Audit Update Head of Internal Audit – Lisa Lovegrove 

 4 Forward Work Programme Democratic Services 

  Reports  

    

23 November 
2022 

 
Standing Items  

 1 Issues Referred by Scrutiny Committees (if any) Scrutiny Coordinator – Rhian Evans 

 
2 

Recent External Regulatory Reports Received (if any) Head of Business Improvement & Modernisation– Alan 
Smith, Nicola Kneale 

 3 Forward Work Programme Democratic Services 

  Reports  

    

FUTURE ITEMS 1 Updated Action plan from the Whistleblowing Report Head of Legal, HR & Democratic Services 

 2 The Local Government Act Head of Legal, HR & Democratic Services 

    

 

NB The exact date of publication of occasional reports by for example Wales Audit Office or Annual Reports by the Ombudsman are not 

presently known.  They will be assigned a meeting date as soon as practicable. 

Date Updated : 15/07/2021 SJ 
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